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BLOCKCHAIN TECHNOLOGIES
FOR SECURITY AGAINST CYBER ATTACKS

Abstract. The article deals with new technologies for countering cyber attacks that can be aimed at
destabilizing public order, large-scale disruption of communication systems, intimidation by imposing one's will,
including on power structures, and, in general, pose an increased threat to the national and information security of the
state. Particular attention is paid to blockchain technology, which allows to hide funds aimed at financing criminal,
including terrorist activities, including in the information space. Also in the article, the authors present generalized
research results as part of the implementation of the RFBR scientific project No. 18-29-16175 "Blockchain
technology to counter the risks of cyberterrorism and cyber extremism: a criminal-legal study".

Modern cybercrime dictates new challenges to the state, which can no longer be responded to within the space
of a single state. Today, the issue of legislative regulation of the interaction of states to prevent cybercrime with the
use of new technologies is an acute issue.

The most important aspect of the new forms of countering cybercrime is the decentralization of users of
anonymous proxy server systems. And if earlier security agencies still had available "loopholes" for direct access to
the user's IP address, now everything has become much more complicated and a comprehensive analysis of the
traffic of a particular user is necessary.

Scientists also point out that network attacks can contain malicious embedded code, the use of backdoors
and much more. Such attacks can be triggered from anywhere in the world because of a computer with a masked
[P-address. A new type of warfare, even cyber warfare, is changing the landscape of war itself.

This type of war eliminates the need to have physically capable armed forces and requires the need for forces
with strong technical capabilities, such as computer skills.

Many countries, including Russia, have come to understand that this is a problem and are actively pursuing
policies to address it in order to mitigate threats.

Key words: blockchain technology, Information Security, cybersecurity, counteraction, cybercrime, cyber
terrorism, National security, cyberattack, financial security of Russia, VPN server, SORM - 3, cryptocurrency,
Bitcoin, Litcoin, IP-address.

Introduction. The main task for modern states is the problem of creating a secure cyberspace, which
can be achieved through the coordinated activities of international organizations, international regional
organizations, and individual states. Scientists and scholars focus on the need to develop new approaches
to ensuring the security of cyberspace, as well as examining modern technological threats of cybercrimes
that can destabilize technological systems, lead to information leaks, and cause irreparable damage to state
security [Antonyan & Aminov, 2019; Rybakov & Rybakova, 2019; Stepanenko et al, 2019; Bliznets et al,
2018; Polyakova et al, 2019].

Unauthorized access to data, programs, and other network resources is widespread today. Despite the
use and use of various well-known methods, including law enforcement services, to protect online data,
cybercriminals are finding new ways to penetrate the network. Nowadays it is not uncommon, in
particular, in the United States (2018), when a mass cyber-attack affected 150 million people in a day,
whose personal data was accessed through certain files in web applications. Another example, when in
September 2018, already in Russia, the Aeroflot server was attacked by hackers, which led to the leak of a
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large part of the source code. This data was freely available on GitHub. Despite the fact that due to the
rapid response to the incident, the data was deleted quickly enough, they still managed to spread over the
network, which made it possible to download them. Modern cyber-attacks are characterized by
complexity, branching locations and a significant amount of damage, which makes it necessary to search
for new means of ensuring the security of technological systems.

All this means that any leaks of information quickly become public, and, therefore, the data must be
protected safety.

One of the reasons for existing cyber-attacks is their partial decentralization.

In this case, blockchain technologies can be used not only to protect personal data from possible
cyber-attacks, but also to improve cybersecurity on various platforms in general. The introduction of
blockchain technology will completely decentralize content, increasing cybersecurity in the storage chain
of a large number of nodes, which will make it almost impossible for cyber-attacks. Blockchain
technology is an opportunity to increase the cybersecurity of data storage and transportation, primarily due
to the distributed data storage system on the computers of all network participants, and the absence of a
central administrator [Nakamoto, 2008].

The blockchain is a multi-functional and multi-level digital system consisting of separate distributed
registries, in which all transactions performed on an ongoing basis are tracked. Information stored in the
blockchain is organized as a chain of individual blocks (hence the name "block ", "chain"), each
subsequent block is linked to the previous one thus any changes to it automatically changes all subsequent
blocks, and since the chain of blocks is stored on the computers of all users (owners) of this database, the
changes cannot be unnoticed (Sukhodolov et al, 2019). Thus, once a transaction is made, it is impossible
to execute it, since each transaction is recorded in the Ledger constantly in order, i.e. in chronological
order. The database stores the entire history of transactions made within the chain, which is available to all
users. When a new data block is created, the registry is updated simultaneously on all computers in the
network, which eliminates the possibility of data distortion by one of the participants [Antonyan, 2020].

Thanks to these features, the system is transparent and reliable. In this case, a group of blocks
together forms a blockchain network. Each block contains basically three values: the data itself; the
previous hash value of the block; and the current value of the hash block. The hash value of the previous
block is always zero in the Genesis block, since this is the very first block created. The hash function
values for each block are generated using the hash function itself. The hashing technique briefly includes:
a decentralized storage platform for secure transactions; strictly chronological order; immutability; no
intermediaries; simple fraud identification; and data stability.

Methodology. We used a general scientific method of analysis that allowed us to argue the authors'
positions on the use of blockchain technology for specific forms of cyber threats, to differentiate and
update blockchain technology as a universal condition for preventing cyber-attacks and cybercrimes in the
information technology environment. A comparative legal private method of studying the problems posed
has proved acceptable for the correlation of the possibilities of using blockchain technology on various
information platforms in order to increase cybersecurity. The method of abstraction allowed us to focus on
certain extremely relevant properties of the blockchain technology, which is shown in individual examples
of this technology from various spheres of professional and public activity (monetary transactions, supply
chain management system, elections, etc.).

Research result. The biggest advantage of using blockchain to ensure the security of cybersystems is
that when a cybercriminal tries to hack a separate block, the entire system analyzes each block of data to
find one that is different from the rest. As a result, the system eliminates this type of block and identifies it
as false.

In blockchain, if a node needs to update a specific part of the data in a transaction to a block, it must
add a new transaction on top of the previous one in the block. Because even a small dot or comma is
added to the data, the value of the hash function changes. Using this technique, the system easily detects
which block contains incorrect or false data.

The most important aspect of the new forms of countering cybercrime is the decentralization of users
of anonymous proxy server systems. And if earlier security agencies still had available "loopholes" for
direct access to the user's IP address, now everything has become much more complicated and a
comprehensive analysis of the traffic of a particular user is necessary.
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In the Russian Federation, the main tool for combating cybercrime is the system SORM — 3 (the
System of operational search measures — 3), which provides control of part of VPN servers, listens in real
time to satellite communications, messengers, stores metadata about calls and Internet sessions, and allows
you to get data from the operator's internal systems. Experts point out some difficulties in using SORM,
for example, when cybercriminals use encryption programs for data packets, which makes it difficult or
impossible to obtain computer information as evidence of criminal acts (Petrov & Makarov, 2020). The
blockchain system is able to solve this problem. The absence of a single node that the attack is aimed in
can ensure that the cyber-attack is decentralized across different blocks, thereby reducing the effectiveness
of criminal influence. We believe that the use of blockchain will allow detecting traces of cybercrime that
will be visible in the block chain and it will be almost impossible to mask them, which will negate illegal
transactions and significantly complicate the activities of terrorist and extremist organizations. The ability
to prevent cyber-attacks is inherent in the very principle of a decentralized block chain system, which not
only provides a decentralized network for storing information, but also guarantees its security due to the
resistance to hacking of hashed and encrypted blocks [Antonyan & Aminov, 2019].

Blockchain can become the technology that will significantly reduce the scale of criminal processes.
Enabling cryptographic functions is used as a hash in each block, making it difficult for cybercriminals to
access the blockchain network and change entries stored in the register. The most popular cryptographic
hashing function is SHA256 / SHAS512, which generates a unique hash value each time.

Discussion of the research results. A consensus algorithm is used to reach an agreement on
the reliability of a single data value in a distributed network where untrusted nodes are present.
A 51% consensus is required to accept a valid transaction. The consensus algorithm supports many real-
world systems, including Google PageRank, smart grids with load balancing, clock synchronization, and
drone management.

Currently, there is a positive practice of using blockchain technologies in various areas.

Monetary operation. One of the most important applications of blockchain is the transfer of money
and storage of information without the help of banks. The digital currency is growing rapidly and is
attracting the attention of major financial institutions. This cryptocurrency has been called "memory" in
the literature on monetary Economics. Bitcoin is a peer-to-peer electronic money system in which no one
controls or has a linked printed currency. Bitcoin allows anonymity in peer-to-peer electronic currency
systems. Some argue that major benefits are lost if a trusted third party is needed to prevent double
spending. The technical infrastructure of this decentralized digital currency is based on several
cryptographic technologies.

Supply chain management system. More than a hundred years ago, supply chains were relatively
simple because trade was local, but they have become incredibly complex. Throughout the history of
supply chains, there have been innovations such as the shift to transporting goods by truck rather than rail,
or the advent of personal computers in the 1980s, which led to dramatic shifts in supply chain
management. It is incredibly difficult for buyers or buyers to truly evaluate the value of products because
there is no transparency in the existing system. Similarly, it is extremely difficult to investigate supply
chains when illegal or unethical practices are suspected. They can also be extremely inefficient, as
suppliers try to combine opinions about who needs what, when, and how. Blockchain can increase the
efficiency and transparency of supply chains and have a positive impact on everything from warechousing
to delivery and payment.

Power strength. The blockchain can be used to transfer solar energy to neighbors. The app allows
users to buy and sell a renewable energy resource by counting electrons and placing it on the blockchain.

Election. The traditional method of voting in the country is through a paper system or electronic
voting, through a machine at a polling station, or online voting via a web browser. There is always a threat
to the security of the voting system from potential attacks. Using the blockchain concept in the e-voting
platform, transparency and additional verification of the elections for violations can be provided.

Blockchain technology is guaranteed to protect the system from forgery and fraud, which prevents
terrorists and extremists from quickly and anonymously launching attacks and getting the information they
need. The blockchain could be the basis of cybersecurity, in case the user data will be stored in its
network. It protects your data from being hacked, stolen, or destroyed. If a hacker breaks into a traditional
system, they can access thousands of objects, but if they break into a blockchain system, they will only get
access to one block of information. This complicates the work of the criminal, since he will have to
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decrypt each fragment separately to get all the information. Anti-terrorist groups in some countries already
use supercomputers with advanced software, in particular blockchain technologies, to calculate the
probability of cyber attacks, collect and analyze large amounts of data from the Internet, identify and
recognize the location, movement and interpersonal relationships of cyberterrorists, as well as identify
suspected individuals and control their criminal activities.

Scientists pay attention to the fact that network attacks can contain malicious embedded code, the use
of backdoors, and much more. Such attacks can be initiated from anywhere in the world due to a computer
with a masked IP address. A new type of war, even cyberwar, changes the landscape of war itself. This
type of cyberwar eliminates the need to have a physically capable armed force and requires the need for
forces with strong technical capabilities, such as computer science skills. Many countries, including
Russia, have come to understand that this is a problem and are actively pursuing policies to address it in
order to mitigate threats.

Conclusion. For cyberterrorists, there are a huge number of new tools and technologies available that
allow them to commit criminal acts almost anywhere in the world. The tasks of ensuring cyberspace
security are becoming an important element of state legal policy in modern States, and they are priority
areas for ensuring national security, interstate cooperation, and the entire world community. The more
technologically advanced a society is, the more it is interested in suppressing various types of cyber
attacks and threats to technological systems that provide the state security system and other life-supporting
digital platforms. The use of blockchain technologies in the security system will allow distributing a
cyber-attack from a single node to different blocks of the blockchain system, which will ensure the
stability of this system to counter cyber threats and attacks.

The research is performed with financial support RFBR, research project No. 18-29-16175
«Blockchain technology counter the risks of cyberterrorism and cyberactivism: of criminological and legal
researchy.

E. A. AuTonsn, O. C. PrioakoBa

Ddenepaniblk MEMIICKETTIK OFOJKETTIK KOFapbl Oil1iM Oepy Mekemeci
O. E. Kyradun arsinnarsl Mockey MeMJICKETTIK 3aH yHUBepcuTeTi, Mackey, Peceii

KUBEPITABYbBLI KAYIICI3AII'T MOCEJIECIHAET'T
BJIOKYENH TEXHOJIOTUSAJIAP

AHHOTanmsl. Makanaia KOFaMIbIK TOPTINTI TYpakKChI3AaHAbIPYFa, OaillaHbiC KyHenepiH ayKbIMIbl TYpAe
Oy3yra, €3 epKiHJiriHe, COHBIH ilIiHAE OWIIK OpraHAapblHa KbICHIM KOPCETY apKbUIbl KOPKBITYFa JKOHE Kb
aNFaH/a MEeMJICKETTIH YITTBIK KOHE aKMapaTThIK Kayilci3airiHe yJIKeH Kayil TOHIIpeTiH Kubepiadybuiaapra Kapehl
TYPYABIH J>KaHa TEXHOJOTHSIIAPbl KapacThIpbUIaabl. KBUIMBICTBIK, TEPPOPHUCTIK OpEKETTepAi, COHBIH IIIiHAEe
aKnapaTThlK KEeHICTIKTI Kap)KbUIaHABIPYFa OaFbITTAIFAH Kapa)kaTTaplbl XKacklpyFa MYMKIHAIK OepeTiH OioK4YelH
TEXHOJIOTHSCHIHA epekme Hazap ayaappurrad. Conpail-ak Makamaga aBtopmap PBJIP Ne  18-29-16175
«KubepreppopusM MeH KHOEPIKCTPEMU3M Kayil-KaTepiHe KapChl TYPYAAFbl OJIOKUESHH TEXHOJIOTHSCHI: KbIJIMBICTBIK-
KYKBIKTBIK 3€PTTEY» FhUIBIMH JKO0ACBIH 1CKE achIpy asChIH/IA JKAIBUIAHFAH 3€PTTEY HOTHIKEICPIH YChIHAIBI.

Kazipri 3amManfbl KHOCPKBUIMBIC MEMJICKET aJiblHA JKaHA MIHIACTTEP/l ajfa TapTaibl, OFaH €HJI Oip MEMIICKET
KEHICTIriHAe jkayan Oepy MyMKiH emec. ByriHri Tanja jaHa TEXHOJIOTHSJIAp/Abl KOJJIaHA OTBIPBIN, KHUOEPKBLI-
MBICTBIH QJJIBIH aly YIIiH MEMJIEKeTTep/iH ©3apa KaTbIHACHIH 3aHHAMAJIBIK TYPFBIAA DPETTEY ©3eKTi Macelne
caHaiapl.

KuGepkpuIMBICTIEH KYpPECYAiH >KaHa HBICAHOAPBIHBIH MaHBI3ABI ACHEKTiCI — aHOHUMII IMPOKCH Kyhenepmi
KOJIIaHYIIBLIAP/Ibl OPTANBIKCHI3AaHABIPY. Erep OypbiH Kayinci3mik opraniapbiHa naianaHyibiHbeiH [P-mekenxaiibl
Tikenei Koynkerimi OoJica, Kaszip 6opi Kyp/eieHe TYCTI JKoHe MaiianaHybIHbIH TpaduUriHe KeLIeH Ii Tanaay Kaxer.

Fanpimpap coHbIMeH Karap ejiunik malybuiaapaa 3usHAbl SHAIPUIreH KOJ, apTKbl €CIKTI MaiijianaHy Hemece
Oackanaii 0osybl Ja MYMKIH €KEeHAIrl aiTeuiraH. MyH/ail malybll oJIeMHIH Ke3-KeJIreH HYKTECIHIe YKachIpbIHFaH
IP-mekenxaiibl 0ap KoMIbloTepre OalnaHbICThl Tyybl MyMKiH. COFBICTBIH aHa TYpi, TINTI KHOEPCOFBICTHIH ©31
COFbIC JJAHALIA(THIH ©3TrepTy/Ie.

CoOFBICTBIH aTajFaH TYpl (U3HMKaNbIK KaOLIETTI KapyJsbl KYIITEp KKETTUIIrH KOSABI JKOHE KOMITBIOTEPIIIK
11e0epITiK CeKiIIi KyaTThl TEXHUKAIBIK MYMKIH/IIKKE € KYLITI KQKET eTe/i.
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Kenreren enzmep, oHbiH imnnae Pecell ne OyYHBIH Kypaeni Mocele EKEHIrH TYCIHIN, KayinTi asaiTy
MaKCaThIH/Ia LICIIy CascaThlH OSJICeH Il KYpri3ye.

Tyiiin ce3mep: OJIOKUYEHH TEXHOJOTHSICHI, AKMapaTThIK Kayilci3mik, KuOepKayilci3ik, Kapchl OpeKeT,
KHOEPKBUIMBIC, KHOEPTEpPPOpU3M, YITTHIK Kayilncizmik, kubepialOybul, PeceiiqiH KapKpUlblK Kayirncizmiri, VPN
cepaepi, XKIIDK — 3, punroBantota, butkoiiH, JIutkonH, IP-MekeHKaibI.

E. A. AuTonsn, O. C. PrioakoBa

®DenepanabHOE TOCyIapCTBEHHOE OI0KETHOE 00pa30oBaTeIbHOE YUPESKIACHNE BBICIIET0 00pa30BaHUs
«MoOCKOBCKHI TOCYAapCTBEHHBIN fopuamdeckuit yausepcuteT uM. O. E. Kyraduna», Mocksa, Poccust

BJIOKYENH-TEXHOJIOTUU
B BOITPOCAX BE3OITACHOCTH OT KUBEPATAK

AHHoTanus. B cTatbe paccMaTpuBarOTCs HOBBIE TEXHOJIOTHH MPOTHBOACHCTBIS KHOepaTakaM, KOTOPBIE MOTYT
OBITh HampaBJICHbI HA JECTA0MIM3ALMIO OOIIECTBEHHOIO MOPs/IKa, MaclITabHOE HapylleHHe paboThl KOMMYHHKa-
IIUOHHBIX CHUCTEM, YCTpAIlIeHHE ITyTeM HaBSI3BIBAHUS CBOCH BOJIM, B TOM YHCJIE€ BIACTHBIM CTPYKTypaM H, B IIEJIOM,
MPE/CTABISIOT MOBBILICHHYIO YIpO3y HAlMOHAIBLHON M WH(opManmoHHO# Oe3omacHocTH rocyaapctBa. Ocoboe
BHUMAaHHE YIENCHO OJIOKYEHH-TEeXHOJOTHH, KOTOpas MO3BOJSET CKPBITh CPEACTBA, HANpaBICHHBIE Ha (UHAH-
CHUpPOBaHHE MPECTYHOW, B TOM YHCJE, TEPPOPUCTUUECKON AEATEIbHOCTH, B TOM 4HCIE B HHPOPMAIIMOHHOM
mpocTpaHcTBe. B craThe mpencTaBieHs! 0000IMIEHHBIE Pe3yIbTaThl HCCIEOBAHUS B paMKaxX peaji3aluyd HayIHOTO
npoekta PODUM Ne 18-29-16175 «baoKYeHH-TEXHOJIOTUA TPOTHBOJACHCTBUS pHCKaM KuOepTeppopusMa u
KHOEPIKCTPEMHI3MA: KPUMHHOJIOTO-IIPABOBOE UCCIICTOBAHNEY.

CoBpeMeHHas KHOEPIPECTyMHOCTh TUKTYET HOBBIE BBI3OBBI TOCYNApCTBY, Ha KOTOPBIE yXK€ HENb3s pearupo-
BaTh B paMKaxX MPOCTPAHCTBA OJHOTO rocyaapctBa. CeromHs OCTPO CTOHT BOMPOC 3aKOHOAATENFHOTO PErYJIHPO-
BaHUs BOIIPOCOB B3aWMOJICHCTBUS TOCYIAPCTB 10 MPEIOTBPAILECHIIO KHOEPIIPECTYIIICHNH C NCIIOIB30BAHUEM HOBBIX
TEXHOJIOTUH.

Baxne#mM acnekToM HOBBIX ()OPM MPOTHBOJCHCTBHS KHOEPIPECTYIUICHHSM SIBISIETCS ACLEHTPANIN3aIus
MOJIb30BaTeNell aHOHMMHBIX CHCTEM IIPOKCH-CepBepoB. M eciu paHbliie OpraHbl O€30MaCHOCTH el HMeNn
JIOCTYIIHBIE «JI1a3€HMKW» IS MPSMOTro BbIxoJa Ha IP-anpec nmosb3oBaressi, TO TENEPb BCE CTAO0 HAMHOIO CIIOXKHEE U
HEOOX0AMM KOMILICKCHBIN aHali3 TpaduKa TOro MM HHOTO HOJIb30BaTEs.

Taxxe ydeHble 00pamialoT BHUMaHHE Ha TO, YTO CETEBBIE aTAKH MOTYT COJIEP>KaTh BPEJOHOCHBIH BCTPOSHHBII
KO/, MCIIOJIB30BaHNE O3KIOPOB U MHOTOE Apyroe. Takue aTaku MOTYT OBITh MHULIIMUPOBAHBI U3 JIFOOOH TOYKH MHpa
H3-32 KOMITIBIOTEpa C MacKupoBaHHbIM IP-agpecom. HoBbIM THIT BOWHBI, Jake KHOCPBOWHBI, MEHSCT JaHAmadT
€aMOi1 BOMHBI.

DTOT THIT BOWHBI YCTpaHIET HEOOXOIUMOCTh UMETh (PH3MYECKH JeeCIOCOOHbIE BOOPYKEHHbIE CHIIbI U TpeOyer
MOTPEOHOCTH B CHJIAX, OOJAJAIOUIMX CHUIIbHBIMH TEXHUYECKUMH BO3MOXKHOCTSMH, HAIPUMEP, HaBbIKAMH HHQOP-
MAaTHKH.

MHorue cTpaHbl, B TOM 4Ydcie U Poccusi, MPUILIM K MOHUMAaHHIO TOTO, YTO 3TO MpoOiieMa, U aKTHBHO BEAYyT
MOJIUTHKY JIJIS €€ PEIICHHUS B LEJIIX CMATYCHUS YTPO3.

KiioueBble cjIoBa:  OJOKYCHH-TEXHOJOTMH, HHGOPMAIMOHHAs  OE30MacHOCTh, KHOEpOE30macHOCTb,
MPOTUBOJICUCTBHE, KNOEPIPECTYITHOCTh, KHOEPTEPPOPU3M, HALlMOHAIIbHASI 0€3011aCHOCTh, KnbeparTaka, puHaHCOBas
6e3omacHocts Poccun, VPN-cepsep, COPM — 3, kpuntoBanmoTta, OUTKOWH, TUTKOIH, [P-aapec.
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