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MODEL OF SIMULATION OF OPERATION
OF THE DETERMINISTIC PROTOCOL OF SAFE COMMUNICATION
IN THE QUANTUM CHANNEL WITH NOISE

Abstract. Technologies of quantum cryptography do not depend on the computational capabilities of the
intruder, because they use the unique properties of quantum particles, and are based on the principles of inviolability
of the laws of quantum physics. There are many methods and approaches used to solve the tasks of securing the
privacy of message transmission without the use of encryption. The most advanced technology of quantum
cryptography is quantum direct safe communication, which allows information to be transmitted by an open channel
without prior encryption. For this purpose, experimental studies of a deterministic protocol model in a channel with
noise using a couple of qutrites in the eavesdropping control mode were carried out.

Key words: information protection, quantum cryptography, deterministic protocol, quantum key distribution,
quantum direct secure communication, qubit, qutrit.

Introduction. Quantum cryptography, based on the theory of quantum mechanics, allows to develop
new methods for ensuring the stability and security of information transfer, to solve the problems of
classical cryptography related to the distribution of keys. In addition, it makes it possible to provide
resistance to various kinds of quantum key search algorithms [1]. The use of quantum protocols of direct
safe communication allows to solve the problem of message transmission secrecy without the use of
encryption. This secrecy is guaranteed by the laws of quantum physics [2-4].

With the help of quantum states of quantum systems groups (two- or multilevel, photons are often
used) is coded the source text of the secret message, then they are transmitted by a quantum commu-
nication channel. The laws of quantum physics also guarantee the detection of eavesdropping in the
channel. Therefore, during a communication session legitimate users (A and B) can immediately detect the
intruder (E) and interrupt the communication session.

Objects and methods of research. There are many different types of quantum secure commu-
nication protocols. For example, ping-pong protocol [2], for practical implementation of which there is
enough a small amount of quantum memory, and it can be realized on the basis of already used technical
equipment [5]. This type of the protocol uses two Bell states of an entangled pair of qubits, which allows
to transmit one bit of classical information for one protocol cycle [2]. If we use all four states of Bell's
qubits pair, that is, quantum super dense coding, then it is possible to increase the number of bits per cycle
twice, that is, there will be two bits [3]. In order to increase the information capacity instead of the

— §f —
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entangled pairs of qubits there can be used their triples, quarks, etc. In particular, the work [4] investigates
the protocol with the entangled states of the Greenberger-Horn-Zeilinger (GHZ) triples and quadruples of
qubits. These states provide an information capacity equal to n bits per cycle, that is, the number of qubits
in the used states of the GHZ.

Also, in order to increase the information capacity of the protocol it is possible to use entangled states
of multilevel quantum systems. For example, in works [6, 7] there was studied a protocol using Bell states
of a three-level systems pair (qutrits) and quantum super dense coding for qutrits. Its information capacity
is a bit per cycle, not two bits per cycle, as for the Bell protocol with qubit states.

In works [8-13] there are considered various types of attacks, analyzed a general incoherent attack on
various variants of the protocol, including a protocol with qutritpairs [8]. During the attack, the intruder E
can take some information off before this attack will be detected [8, 11-13]. In work [13] there was
investigated the method of reverse message hashing, based on multiplication by random inverse matrices.
Then, the resulting multiply message is transmitted by a quantum channel, at the same time, legitimate
users have the opportunity to analyze the error level by applying the protocol eavesdroppingcontrol mode.
So, for example, if the permissible level is not exceeded, then the matrices transmit by the classical (non-
quantum) channel, as a result this allows the other side to obtain the source text by multiplying the re-
ceived message on the corresponding inverse matrices. The model of the protocol makes it possible to
compare the error levels with a certain average noise level emitted by the quantum channel and according
to the result of this comparison makes it possible to confirmthe presence or absence of the fact of
eavesdropping.

The researches carried out in work [16] confirm the statements that the error levels, caused by the
actions of the intruder and natural noise in the channel, are not of a simple nature. In this connection, there
is arisen the problem of synchronously fixing the changes that arise in the states of transmitted photons
from the combined influence of the actions of the intruder and natural noise in the channel. Further
researches will help to create a model that simulates the operation of the protocol in the eavesdropping
control mode and to obtain a number of practical recommendations on the use of a quantum protocol in a
channel with noise.

The purpose of this article is an experimental research of the simulation model of a deterministic
protocol with qutrit pairs in the eavesdropping control mode in a channel with noise.

Results and discussion

1. The eavesdropping control mode for a protocol with pairs of completely entangled qutrits. If
we take as a basis the researches carried out in work [7], in particular, the behavior of the deterministic
protocol in the noise channel, it can be concluded that in the eavesdroppingcontrol mode of the protocol
(figure 1) both users check the initial entangledstates prepared by the second user for their invariability

|‘POO> = (| 00> + | 1 l> + | 22>)/ \/g , as the attack of the intruder on the channel will make changes to these

states.
Both users measure the state of each qutrite separately from each other, and this measurement is car-
ried out in two different bases, switched randomly. An example are two mutually unshifted basesz and x:

[20)=10), [z)=[1). [z2)=]2);
[0 = ([0} +[1)+[2)/V3. ) =(|0)+ 1)+ e[ 2)/3. M

With the probability equal to 1/ 3 the user A in each of the bases will receive one of three possible
results - "0", "1" or "2". On the other side, the user B after receiving the measurement results with the
selected basis will also measure the state of his prepared, "home" qutrit (figure 1).

Thus, in work [7] it is proved that the user B can obtain a result with the probability equal to 1, that

follows from the state |‘I’00 > in the z — and x —basises:

|‘P00> (|OO> |11 +|22 )/\/_ onxo +|xx2>+|x2x1>)/\/§. )
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Figurel — Quantum channel in eavesdropping control mode

However, the user B can obtain accurate results only if there is no natural interference or noise or an
intruder's attack in the quantum channel. There is no method of error recognition in the case when there
are natural interferences in the channel, and interferences from the actions of intruder E [1]. In this regard,
the problem of model construction that allows to investigate a joint attack of the intruder and natural
quantum noise in the channel is very actual.

2. Model of the eavesdropping control mode of a deterministic protocol in a quantum channel
with noise. The nature of the quantum channel can have many errors associated with phase change or with
rotation of the qubit quantum state in the Hilbert space. The main and important property of the quantum
code, correcting some discrete set of errors, is the ability to correct automatically a continuous set of errors
[14]. This property is explained by measuring the error syndrome or by designing a state with a small error
on the state without error, or by designing a false state on some state of most of the discrete set of errors.
In other words, there is a discretization of quantum errors, which makes it possible to generate quantum
codes in order to correct a certain discrete set of errors, and to correct automatically any error in the state
of quantum systems [14].

The operation of the channel is as follows: with the probability p the qubit state becomes completely
mixed, i.e. is depolarized, but with the probability (1 — p) it remains unchanged. It follows from the work
[14]: the operator of the depolarized channel for qubits is described by the equation:

€(P)Z(I—P)P+P/3'(‘7xp0'x+0'y/7‘7y+0'2/70'2 > )

The o,operator describes the "classical" qubit overturn error, the g, operator describes the phase
overturn errors, and the gy, operator describes combinations of these two errors, phase errors. The depo-
larized channel influences on the qubit as a superposition of these three large discrete quantum errors.

Although a depolarized channel cannot transmit all potentially possible types of quantum errors, but
takes into account the essential types of the majority of discrete quantum errors [14]. Therefore, this
channel is widely used in quantum information theory as a model of quantum noise.

In accordance with the work [15] the action of the depolarized channel of an individual qutrit is
described by the operator:

& (P) = (1= p)p + p/8- (YpYT +2p2" + V2 p(v?) + Y2p(¥Z) + Y2 2p(v?Z) +

w22 p(vz2) + vz plviz? ) + 22p(z2) ). “
0 1 0 10 0
where Y =0 0 1[,Z=[0 & 0
100 10 "
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Figure 2 — The eavesdropping control mode in a depolarized channel at incoherent attack

Figure 2 shows the eavesdropping control mode of a deterministic protocol with entangled qutrit pairs
for the case when the noise operator (4) influenced on the transmitted qutrit. The transmitted qutrit is ini-
tially affected by the attack of the intruder, then the noise operator acts. In accordance with the conducted
analysis by the scheme of work [2] and its generalization to the protocol with qutrit pairs, given in work
[8], the state of the quantum system "transmitted qutrit — the attempt of the intruder" after the attack of the
intruder can be represented as:

‘l/,(o)> =E O,(p> =a, 0,(/)00>+,80 1,(pm>+7/0 2,¢02>,
"//(1)> = E|LLp)=a,|0,0,) + B|L o)+ 7|2.0,). (5)
‘W(2)> =E 2,(D>=062 0’(020>+ﬂ2 1’¢21>+7/2 2’¢22>:

As a result of the combined state of the transmitted quitrit it can be conditionally assumed that the user
B sends the qutrit in the state either |O> , or |1> , or |2> with the probability equal to 1/3. In the equations

B)G,j= 0){|g0i j)}(i, j = 0...2) there is presented the set of qutrit states - the attempts of the intruder E.
The attack of the intruder E can be represented in the form of a matrix:

a, a o,
E = ﬂo 131 ﬂz . (6)
Yo 71 72

In the case when the user B sends |O> , then the state of the transmitted qutrit after the combined

operation of the intruder E is presented in the following form:
|‘//>:ao|0>+ﬂo|l>+7o|2>’ (7
1), [2):
|(X0|2 a By Y,
p=lv)vl=| B 1B B | ®)
na b Irl

Andits density matrix in the basis | 0> ,

After the transformation of the formula (4) with substitution of the formula (8), we obtain:

— 9 —
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Bolaf +117 )+ - 6p)ef ) 8-9p)ap’ 8- 9p)r”
P = (8-9p)pa’ splaf + )+ 8- 6p)7%) (8-9p)8" -
8-9p)a’ 8-9p)p" 3p|a|’ +|ﬂ|2§+ (8—6p)|7|2)

)

The indices «0» a, S, and ) for the reduction of the record are not considered further.
The probability of an erroneous result R_ is equal to the sum of two other diagonal elements (or to

the difference between the unit and the upper left element of the matrix p,, ):

2 2 2
RZ:l—l/S-(3pQﬂ| +7] )+(8—6p)|a| ) (10)
R_ indicates a change in the state of the transmitted qutrit, measuring in the z — basis of the user B.

The probability of detecting the attack of the intruder E during the implementation of the protocol in
an ideal quantum channel according to work [8] is:

2 2 2
d.=|pl +[y[ =1l (1)
Transforming the expression (11) with the help of (12), we obtain:

3 3
R=d +=pl1-=d_|. 12
a2 fi-2a) o

The result (12) will not change even if the transmitted qutrit will be affected by the noise and then the
attack of the intruder E. The calculations show that the diagonal elements of the density matrix (9) do not
depend on who made the interferences, was it the attack of the intruder E or the interferences of the
depolarized channel itself.

In cases where the user B sends |1> or |2> this corresponds to the wave functions ‘l//(l)> and ‘l//(z)>
in (5), then because of the relationship between the parameters according to work [8]:
" =181 =l el =8 =l el =|6] =l (13)

These cases will also have the result of expression (12). Therefore, the total probability of the error at
the measurement of the user B in the basis zwill be:

|2

HONHA—Z

1 3 3
R ==—3R =R =d_+>-pl1-=d_| 14
3 z z z 4 p( 2 ZJ ( )

Similarly, it is possible to make the same calculations for the control measurement of the user B in
the basisx, then we will obtain the identical structure of the expression for the probability of the error

3 3
R =d +—pll-—=d, |, 15
nonHa —x X 4 p( 2 xj ( )

where d _— probability of the error at the measurement of the user B in the basis xat the implementation of

a deterministic protocol in an ideal quantum channel.
According to the work [8] the maximum value corresponding to the complete information of the

intruder E is equal to 2/3. Figure 3a shows the dependence of R from d_ and p. From Figure 3a we

can see that the superposition of the operation of the intruder E and of the noise in the depolarized channel
leads to the fact that at d_ =2/3 R
results it follows that at the incoherent attack the maximum value of the error probability at the protocol

execution in the eavesdropping control mode in the depolarized channel will be the same with or without
noise.

does not depend on pand is also equal to 2/3. From the obtained

nOMHA —Z

— 10 ——
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Figure 3 — Dependences of the total error probability
at the measurement of the user B in one of the bases (a) and at the middle error probability in two bases (b) for the DPC

In the basis x the attack of the intruder creates the maximum level d = 2/ 3, regardless of the level

of errors d_ created by it in the basis z, and vice versa [8]. Figure 3b shows the dependence:

R = Y5 + R, (16)

frompand middle error level created by the attack, according to the both bases:d =1/2- (2/ 3 +dz),
under the condition that legitimate users switch between the bases z — and x —with equal probability 1/2,
that is the most reasonable eavesdropping control strategy for them [8].

3. Experimental research of the simulation model of a deterministic protocol with qutrit pairs
in a quantum channel with noise in the eavesdropping control mode. The model simulates the opera-
tion of a deterministic protocol with qutrit pairs in a depolarized channel at the presence of an intruder E.
During the research and modeling process of the deterministic protocol in the eavesdropping control mode
there were obtained statistical data on error levels in x—, z —basises and their middle values. The ob-
tained statistical data make it possible to obtain practical recommendations on the possibilities of using a
deterministic protocol in a quantum channel with noise.

In addition, this model used a non-quantum method of enhancing the security of the ping-pong
protocol, which is described in detail in work [14].

In order to start the message transfer process the user A converts his ternary message a(a =
(ag,...,a;),i =1,...,1) of some fixed lengthr -, then for each block a random ternary sequence G (G =

(Gy, ..., Gy, i =1, ..., 1 with the length 7 -/ is separately generated, each block of which G, is summed bit
by bit according to the module 3 with the corresponding message blocks a;, :

b, =a, +G, (17)

Further, using the quantum protocol according to the quantum channel the resulting message b, (b =

(by, ..., by),i = 1,..., 1) is transmitted to the user B. If the intruder E intercepts the message, he will not be

able to use it, because without randomly generated sequences G, he cannot restore the initial message.
After the transmission on the quantum channel, only if both sides are sure that the transmission

session has not been overheard by the intruder E, the randomly generated sequences G, are transmitted to

the user B by the classical open channel. In order to restore the initial message, the user B should use the
received random sequences by combining them with the corresponding blocks of the message:

a; = b; — G;. (18)

The length of the block rwas chosen in order to reach a high level of stability, and also that the

I
probability s(s(l,q,d) = (ﬁ) /i of a successful attack of the intruder E after the transmitting of

one block was insignificant. The length of the block should be determined by the formula:
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r=—kl,/lg((1-¢)/(1-¢-(1-d))), (19)
where k — the value for calculating the probability of the not detected attack of the intruder E, I, — the

amount of information that the intruder E can receive by one cycle of the message transmission mode,
q — the probability of switching to the eaves dropping control mode, d — the level of error sarising from
the actions of the intruder E [13].

For the modeling of the operation of a deterministic protocol with qutrit pairs the following
parameters were used:

1) the length of the transmitted ternary data is length = 100 000 trits;

2) an value of the degree of ten for calculating the probability of an unidentified attack of the intruder
E -k = 4, thatiss(I,q,d,)=10"F;

3) the probability of switching the protocol to the eavesdropping control mode and gmessage
transmission can take values from 0.1 to 0.9;

4) in order to calculate the values r (19) we choose:

I, =2 - the possible amount of information that can be removes by the intruder E by one round of

transmission, d = 1/ 3 - the level of errors that may arise from the actions of the intruder E in accordance
with the work [13];
5) the probability of detecting an attack measured in the basisx - d_, =0 ... 2/ 3;

6) the probability of detecting an attack measured in the basisz - d_ = 2/ 3;

7) the probability of depolarization of the qubit state - p = 0...0.5and the probability of the
unchanged qubit state (1 — p);

8) the probability of switching of the users A and B between the bases x —and ¢ =¢_ =0,5.

Before the modeling the following values should be specified: length, q, d, andp, and then the
following operations should be performed:
1. Determination of the average probability of detecting an attack according to two bases in an ideal
channel, that is, the value d,, by the expressiond ,,, = q.d. + q .d
This parameter determines the average level of errors recorded in the eavesdropping control mode in
an ideal channel and is needed for comparison with the corresponding value in a channel with noise
R, ... (17),taking into account the simultaneous change in the states of the transmitted photons as a result
of the actions of the intruder E and of the natural noise.
2. Determination of the length of the data block r(19) and the amount of these blocksl, into which the
transmitted data is divided, [ is determined by the expression [ = length /r .
3. Determination of the error probabilities at the measurements in bases x, zandthe average value for
two bases, i.e. parameters E71y, Er1,, ETT0q4n by the expressions:
Err,=d_+3/4-p-(1-3/2-d)),
Err.=d_+3/4-p-(1-3/2-d.)

Err,,..=q.-Err.+q_-Err,. (20)

mean

4. Generating a pseudo-random ternary sequence a with size length (the probability of generating
"0", "1", "2" was taken equal to 1/3).

5. Separation of the obtained in the previous paragraph ternary sequence a, (a = (ay,...,a;),
i =1,..,1) with the size 7 -onl blocks of smaller volume, the last block, if necessary, is supplemented
with random trits in order to obtain the required length r, then perform following operations:

- generating a random sequence in a GF (3) field G (G = (G4, ..., G;),i = 1, ..., 1) with the sizer - /.

- addition a; + G; in the Galois GF field (3), as a result we obtained b, (18).

- transmission of b, by means of a deterministic protocol in a quantum channel with noise.
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Switching between the eavesdropping control modes and message transmission occurs with
probabilities gand (1 — q). In the message transmission mode on the quantum channel the user B receives
a couple of qutrits, the errors occur due to the attack of the intruder E and to the natural noise of the
channel, the errors were not modeled. With equal probabilities g. =¢. =1/2 in the eavesdropping

control mode there is selected a certain basis and calculated the total number of transitions to a certain
basis (Kp,,Kp.). Then, an error is modeled for the basis x with the probability Err,or for a basis zwith

the probability Err,, then the amount of errors Cop and Co,, is counted. The process of switching
between the modes is repeated until the block b, is fully transmitted.

Then, after all the blocks b, are received the user A transmits to the user B by the open channel G

(G4, ..., Gy),i = 1,..., 1), after which we will obtain a;:a; = b; — g;.
- calculation of the average level of errors in the bases x, zand the average error level for the two
bases according to each transferred block b,: b, Errlvl , b. Errlvl and b, Errlvl , and by the

mean
expressions:

b, _Errivl,=Co, /Kp.; b, _Errivi,=Co,. /Kp.;
b, _Errivl,,,, =(Cop, +Cop.)/(Kp, +Kp.). @1
6. According to the obtained values there were calculated the minimum ( MinErrivl _, MinErrivi_,
MinErrivl) and maximum (MaxErrivl ,MaxErrivl ,MaxErrivl) values of the error levels, the

average values (MeanErrivl ., MeanErrivl , MeanErrivl) for all the transferred blocks [.

Figures 4, 5 presents the results of the probabilities of the qutrit states depolarization during the
modeling of the protocol at different values q, Dx, Dz, Deva.

Table summarizes all modeling results.

1. According to the results we see that within the statistical error the average values of the error level
for all transmitted blocks MeanErrivlare equal to the corresponding theoretical values Errmean,
obtained by the formula (21). However, it is possible only in the case of transmission of a sufficiently
large volume of transmitted data blocks. But at the same time, the minimum error levels for both bases
(MinErrlvl) are small enough and in most cases less than the level of natural noisep, especially at large p
(table).) All this is a consequence of the random nature of quantum measurements. Therefore, transmitting
one block and checking the error level in the eavesdropping control mode theusers A and B can make the

Input data Output data

leright = 100000, k =4 065
q=0.1,r=508, 1 =197
D=0, Dz =0 66657, Deva =0.33333 |
=00 |p=005 g0l pe015 pe02 pe025 peld pad3s pe0d pel
Eme 0 00375 00750 01125 01500 01575 02250 02635 030N 03
Emz DEGET DEGGT NEGGT 0GAGT 06T 066 66T 0667 O6eeT af 055
Emmean 03933 03521 0H0E 03396 04093 DAZT1 0.LI58 04GI6 DUGH 0
MinEreivlx ¢ o ¢ 0 o 0 0 0 0
MinEreiviz 0250 0077 DFOD LG 0 0% 0z 01 0 od 4 05
MinEsrivi Q103 01250 NOH 0A7HE DAMM 0420 0153 0UETS 023 0 B
Marrivie 0 02 03333 050 04585 0555 05TI 0G0 D6EET 07
Mz 1 1 1 0967 1 1 1 1 1 g 045
ManErrivl 05925 05906 06567 06364 D522 0638 0TS0 D600 0755 07
[P—— 0 00355 NO721 D113 01405 01842 02 0263 02555 03 ;
MeanEriz | DETET DESES DTS 06595 OETO3 OBA38 0BS3 05E13 067S4 O L] i i iy
Meankrivi DG} DMEE 03D 03996 04066 04180 0L017 04T 04015 0

Figure 4 —The error levels values at modeling fromg = 0.1, Dx = 0, Dz = 0.6667, Deva = 0.3333
and the probability of the qutrit states depolarization fromp = 0.0 till p = 0.4
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BB Peatocal with nose (tontial of srsdiopping) v, 10

Wut dala Output dats

lenght = 100000, k =4 085
q=01,r=508;1=187
O =0, Dz =0 68667, Durvd =0 33333 06

b25 p=03 p=035 p=04 p=045 p=03 p=055 p=05 p=0£5 p=0.7
Errx BfS 02200 02635 01000 0XITE 0IPED 04125 04500 04805 05350

Efrz G667 DGGET DEEET DEGET 0GGGT 0GSET 06E6T 6SGT 0BSET 0ESET
Ermnean 271 04858 04546 04833 05021 05208 05395 05SEY DATTY 05558
MinErrivix 1 [ a9 o @ 00488 o 01000 00833 02 X
MinErriviz 635 0222 0374 & 02600 0133 02T 02727 o488 oy 9§
MinErrhvi £ 0163 QATS 02073 034 0FI08 01667 031D 02T 0503 &
MaxErtivix etk Q5T14 06000 06EEV OT0SH DEEET DTS00 DB4E2 08187 pami|
MaxErihdz 1 1 1 1 1 1 i 1 1 E_
53 07500 D7B00 O7SSE O7RSE 0700 0 7MY 08518 08041 D&FM
B2 03281 DIGHE 02986 0BT OMEE4 04057 04390 0480T 05258 ; g
U 08501 OEATY DALY DETRE 0EME4 06660 0ETEYN 06618 0BV G4 : gt i TR
T 08012 0440 DAINS QLOSL 0206 0EMT 0502 0.5FTH 0.58TY
A e Ry
b > i H i H
(1] 01 1 03 o4 05 08

p

Figure 5 — The error levels values at modeling fromq = 0.1, Dx = 0,Dz = 0.6667, Deva = 0.3333
and the probability of the qutrit states depolarization fromp = 0.3tillp = 0.7

Modeling results

d d,=0;d,=0,667; d,=0,333;d,20,667; d,=0,667;d,70,667
dg.=0,333 dgy=0,5 :dgv=0,667

P p=0,1 | p=0,3 | p=0,5| p=0,7| p=0,1 | p=0,3 | p=0,5 | p=0,7 | p=0,1 | p=0,3 | p=0,5 | p=0,7

Errx 0,075 [ 0,225 [ 0,375 0,525 0,371 | 0,446 | 0,521 | 0,596 | 0,667 | 0,667 | 0,667 | 0,667

Errz 0,667 | 0,667 [ 0,667 0,667 0,667 | 0,667 | 0,667 | 0,667 | 0,667 | 0,667 | 0,667 | 0,667
Errmean 0,371 | 0,446 | 0,521 [ 0,596 | 0,519 | 0,556 | 0,594 | 0,631 | 0,667 | 0,667 | 0,667 | 0,667
MinErrlvix | 0,000 | 0,000 | 0,000 | 0,000 | 0,000 | 0,000 | 0,000 | 0,143 | 0,286 | 0,143 | 0,250 | 0,200

o |MinErrlvlz_ 0,167 0,143 | 0,300  0.200 f 0,167 | 0,143 | 0,200 | 0.286 | 0,000 | 0,167 | 0,273 | 0.154

= |MinErrivi | 0,080 | 0,154 | 0,240 | 0,296 | 0,120 | 0,267 | 0,280 | 0,273 | 0,381 | 0,370 | 0,353 | 0,320

I |MaxErivix | 0375|0600 03875] 1 1 0,909 1 1 1 1 1 1

Sli MaxErrlvlz 1 1 1 1 1 1 1 1 1 1 1 1
ul: MaxErrivl | 0,655 0,809 | 0,794 1 | 0,857 | 0,920 | 0,833 | 0,875 | 0,960 | 0,929 | 0,952 | 0,949
i'; MeanErrlvlx | 0,075 | 0,224 [ 0,378 | 0,521 ] 0,372 | 0,444 | 0,519 | 0,594 | 0,668 | 0,666 | 0,664 | 0,667
MeanErrlvlz | 0,663 | 0,666 | 0,665 | 0,670 | 0,661 | 0,666 | 0,663 | 0,665 | 0,665 | 0,667 | 0,673 | 0,666
MeanErrlvl | 0,369 | 0,445 | 0,522 | 0,596 | 0,517 | 0,554 | 0,591 | 0,630 | 0,666 | 0,666 | 0,668 | 0,667
MinErrlvix | 0,000 | 0,000 [ 0,000 [ 0,100 | 0,000 | 0,000 | 0,143 | 0,125 | 0,120 | 0,333 | 0,200 | 0,273

o | & [MinErlvz_]0,308 | 0,333 | 0,200 | 0,200 | 0,286 | 0,200 | 0,273 | 0,200 | 0,200 | 0,273 | 0,231 ] 0,111
g ﬁ MinErrlvl | 0,115 | 0,167 | 0,200 | 0,360 | 0,263 | 0,290 | 0,320 | 0,343 | 0,385 | 0,333 | 0,381 | 0,375
% [g MaxErrlvix | 0,375 | 0,667 | 0,800 | 0,933 | 0,875 | 0,846 | 0,857 | 0,929 1 1 1 1
ST |MaxEnlviz 1 1 1 1 1 1 1 1 1 1 1 1
B |g [MaxErmivl 0,654 0,711 [0,793]0,936] 0905 | 0,813 | 0,852 | 0,905 | 0,917 | 0,909 | 0,931 | 0,931
TS [MeanErivix | 0,076 | 0,225 | 0,376 ] 0,536 | 0,363 | 0,451 | 0,535 | 0,598 | 0,667 | 0,664 | 0,669 | 0,667
“1 7 [MeanErivlz | 0,677 | 0,660 | 0,664 | 0,665 | 0,665 | 0,657 | 0,666 | 0,666 | 0,663 | 0,663 | 0,666 | 0,668
MeanErrlvl | 0,374 | 0,441 | 0,518 | 0,599 | 0,516 | 0,556 | 0,601 | 0,632 | 0,666 | 0,663 | 0,667 | 0,668
MinErrlvix | 0,000 | 0,000 | 0,059 | 0,143 | 0,083 | 0,000 | 0,000 | 0,250 | 0,333 | 0,211 | 0,300 | 0,273

| MinErriviz_ 0,300 | 0,222 0,333 {0273 | 0,200 | 0.273 | 0,333 | 0286 | 0.200 | 0308 | 0.375 | 0333
%%MinErrlvl 0,091 | 0,154 | 0,231 | 0,304 | 0,226 | 0,227 | 0,318 | 0,353 | 0,382 | 0,367 | 0,423 | 0,419

= 7| MaxErrlvix ] 0,333 ] 0,571 | 0,667 | 0,923 | 0,779 1 0917 | 0,889 1 1 1 1
9@ ﬁ MaxErrlvlz 1 1 1 1 | 0933 1 1 1 1 0,947 1 1

I 2 MaxErrivl | 0,667 | 0,750 | 0,750 | 0,923 ] 0,800 | 0,828 | 0,833 | 0,900 | 0,944 | 0,929 | 0,947 | 0,909
‘@‘i MeanErrlvix | 0,072 | 0,229 | 0,365 | 0,526 | 0,375 | 0,454 | 0,508 | 0,589 | 0,673 | 0,653 | 0,672 | 0,662
MeanErrlvlz | 0,679 | 0,660 | 0,675 | 0,671 | 0,651 | 0,657 | 0,677 | 0,669 | 0,677 | 0,653 | 0,679 | 0,664
MeanErrlvl | 0,378 | 0,441 | 0,521 ] 0,597 | 0,514 | 0,556 | 0,593 | 0,629 | 0,671 | 0,655 | 0,675 | 0,662

—— |4 ——
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wrong conclusion that there is no eavesdropping.Thus, in a noisy channel, in particular at a sufficiently
high level of natural noises, the legitimate users must transmit sufficiently large amount of blocks, at least
a few dozen, and only then make a conclusion whether or not there is the attack of the intruder E (and on
the need to interrupt the operation of the protocol, or to transmit a pseudo-random sequence G from user A
to user B). All this is the basis for developing recommendations for the practical implementation of a
deterministic protocol with entangled qutrit pairs in a depolarized channel.

2. The average error levels are almost independent from the probability of switching to the control
eavesdropping mode of (table).

But the probability significantly affects the speed of data transmission by a deterministic protocol: the
smaller q is, the more often the data is transmitted and the higher the speed is. But the length of the block
ralso depends on q, with decreasing of gaccording to the exponential law it increases [16].

3. At p = 0,7and at the attack of the intruder E with zero error level in one of the basises (for
example, d,=0,dg,, = 0,333), the average level of errors MeanErrivl almost does not exceed p, therefore
the legitimate users can make the wrong decision about the absence of attack. Therefore, it is necessary to
check the average errors level in each of the bases x and zseparately, in one of these basises the error level
will be close to the value 2/3. In addition, we can conclude that for reliable detection of an attack the
legitimate users should use a quantum channel with a natural noise level, on practice this means using a
channel of a limited length.

Conclusions. In this work there was developed a model of the deterministic protocol in the eaves-
dropping control mode with qutrit pairs in a channel with noise and there is modeled its work in a channel
with noise. Obtained a formula for the total probability of an erroneous result at measuring in the eaves-
dropping control mode. The equality of the values of the maximum error probability in the eavesdropping
control mode is substantiated at the implementation of the protocol in an ideal and noisy depolarized
channels. There is established that in a depolarized channel, especially at a sufficiently high level of noise,
the legitimate users must transmit a sufficiently large amount of blocks of information (at least several
dozen) and only then decide whether or not an attack exists. It was also been established that the legiti-
mate users need to use a limited-length quantum channel with a natural noise level p < 0,5 for reliable
detection of an attack on practice.

This model can be further improved by taking into account errors in the message transmission mode
and using noise-immune coding for the qutrits.
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B. Axmeros', C. T'natiox’, B. Kunsepsssiii’, X. FOGy3oBa’

1K. W. CotbaeB atsiHarbl Kasax YITTHIK TEXHUKANBIK 3€pTTEY YHUBEpCUTETI, Anmatsl, KazakcraH,
2YITTHIK aBHALUSIIBIK yuuBepcureTi, Kues, Ykpanna

IYBI BAP KBAHTTBIK APHAJIA KAVIIICI3 BAHJTAHBICTBIH
JETEPMHUHUCTUKAJIBIK XATTAMAHBIH )KYMbBICBIHBIH UMUTALNUSAJIBIK YJII'ITCI

AnHoTtanusi. KBaHTTBIK KpunTorpadusHbIH TEXHOIOTHIIaphl OY3YIIBIHBIH €CEeNTey MYMKIHAIKTEpiHe Toyesnai
emec, cebe0i KBaHTTHIK JIeMeyJIiKTep liH alpbIKia Oipereil KacueTTepiH KoJIgaHa/ bl, KBAaHTTHIK (DM3HUKA 3aHIaPbIHBIH
OepiKTiLTIK KaruaaJdapbelHAa HeTizaenreH. Xabapiapapl mmdprayabl KonganOail Kymus Kidepyll KaMTaMachl3 eTy
eceOiH Ienry yIIiH KOJJaHATBHIH KeNTereH dmicTep MeH Tocimmemernep Oenrimi. KBaHTTHIK KpuOTOTpadusHBIH €H
JTAMBIFaH TEXHOJIOTHSCH — JIIBIH ajia MU pIayCchl3 alllbIK apHAMEH aKIIapaTThl XKibepyre MyMKIHIIIK OepeTiH KBaHT-
TBIK TY3y Kayimci3 Oaiimaneic. OCBl MaKcaTIIeH »XYMBICTa >KAaCBIPBIH THIHAAYIBI OakpUiay PEXHMIHAE KyTPUTTEP
KYOBIH KOJITaHyMeH IIybl 0ap apHa/ja KBaHTTHIK XaTTaMa YITICIHIH SKCIEPUMEHTTIK 3epTTeyiepi JKypri3iireH.

Tyiiin ce3aep: akmapaTThl KOpFay, KBaHTTHIK KpUITOrpadus,IeTePMUHUCTHKAIBIK XaTTaMa, KBaHTTHIK KiJIT-
TEepi Tapary, KBaHTTBIK TY3Y, Kayirci3 Oaitanbic, KyOUT, KyTpHT.

B. Axmeros', C. Tnatiok?, B. Knﬂsepﬂnblﬁz, X. IOﬁy:sOBa1

'Carnaes yHuBepcuret, Anmarsl, Kazaxcran,
*HauuoHa/bHbIH aBHAIMOHHBIH yHIBepcHTeT, Kies, Ykpanua

NMUTANUMOHHAA MOAEJBb PABOTBI AETEPMUHUCTHYECKOI'O TIPOTOKOJIA
BE30OITACHOM CBSI31 B KBAHTOBOM KAHAJIE C IIITYMOM

AnHoTtanusi. TeXHOJIOTMM KBAaHTOBOM KpUNTOrpaMy HE 3aBUCST OT BBIYMCIMTENIBHBIX BO3MOXKHOCTEH Hapy-
LIATENS, TaK KaK UCIIOJIb3YIOT CeUU(UIECKNe YHUKAJIbHBIE CBOWCTBA KBAHTOBBIX YaCTHII, OCHOBBIBAIOTCS HA NPUH-
LUMaxX HEPYUIMMOCTH 3aKOHOB KBaHTOBOH (pu3nku. MI3BeCTHO MHOrO METOJOB M IIOJIXO/OB, HCIIOJIB3YyEeMbIX IS
pemeHus 3ana4 oOecrieueHusl CEKPETHOCTH Tepeadn coodmennii 6e3 npumenenus mudposanns. Camas pa3BuTas
TEXHOJIOTUSI KBAaHTOBOM KpHNTOTpadmu — KBAaHTOBas NpsMas Oe3omacHas CBs3b, [O3BOJISIONIAS IepelaBaTh WH-
(opmario OTKPBITHIM KaHajioM Oe3 mpenBapurensHoro mudposannsa.C 3TOH HenbloB paboTe JaHO ONHMCaHHE
IMPOBEAEHBIX IKCIEPUMEHTAIBHBIX UCCIEN0BAHUNMOJENIN NETEPMUHUCTHYECKOTO MIPOTOKOJIA B KaHAJE C IIyMOM C
UCIOJIb30BAaHUEM APl KYTPUTOB B PEKMME KOHTPOJIS MOICITYIIUBAHMS.

KiroueBble ciioBa: 3ammurta WHGOPMAIMK, KBAaHTOBAsI KPUNTOTPadusl,JeTEPMIHUCTUIECKIH MTPOTOKOI, KBaH-
TOBOE pacHpeieNiCHNe KIIFouel, KBaHTOBas IpsiMast 0e30MacHas cBA3b, KyOUT, KyTpHT.
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