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MODEL OF SIMULATION OF OPERATION  
OF THE DETERMINISTIC PROTOCOL OF SAFE COMMUNICATION  

IN THE QUANTUM CHANNEL WITH NOISE 
 

Abstract. Technologies of quantum cryptography do not depend on the computational capabilities of the 
intruder, because they use the unique properties of quantum particles, and are based on the principles of inviolability 
of the laws of quantum physics. There are many methods and approaches used to solve the tasks of securing the 
privacy of message transmission without the use of encryption. The most advanced technology of quantum 
cryptography is quantum direct safe communication, which allows information to be transmitted by an open channel 
without prior encryption. For this purpose, experimental studies of a deterministic protocol model in a channel with 
noise using a couple of qutrites in the eavesdropping control mode were carried out. 

Key words: information protection, quantum cryptography, deterministic protocol, quantum key distribution, 
quantum direct secure communication, qubit, qutrit. 

 
Introduction. Quantum cryptography, based on the theory of quantum mechanics, allows to develop 

new methods for ensuring the stability and security of information transfer, to solve the problems of 
classical cryptography related to the distribution of keys. In addition, it makes it possible to provide 
resistance to various kinds of quantum key search algorithms [1]. The use of quantum protocols of direct 
safe communication allows to solve the problem of message transmission secrecy without the use of 
encryption. This secrecy is guaranteed by the laws of quantum physics [2-4]. 

With the help of quantum states of quantum systems groups (two- or multilevel, photons are often 
used) is coded the source text of the secret message, then they are transmitted by a quantum commu-
nication channel. The laws of quantum physics also guarantee the detection of eavesdropping in the 
channel. Therefore, during a communication session legitimate users (A and B) can immediately detect the 
intruder (E) and interrupt the communication session. 

Objects and methods of research. There are many different types of quantum secure commu-
nication protocols. For example, ping-pong protocol [2], for practical implementation of which there is 
enough a small amount of quantum memory, and it can be realized on the basis of already used technical 
equipment [5]. This type of the protocol uses two Bell states of an entangled pair of qubits, which allows 
to transmit one bit of classical information for one protocol cycle [2]. If we use all four states of Bell's 
qubits pair, that is, quantum super dense coding, then it is possible to increase the number of bits per cycle 
twice, that is, there will be two bits [3]. In order to increase the information capacity instead of the 
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entangled pairs of qubits there can be used their triples, quarks, etc. In particular, the work [4] investigates 
the protocol with the entangled states of the Greenberger-Horn-Zeilinger (GHZ) triples and quadruples of 
qubits. These states provide an information capacity equal to n bits per cycle, that is, the number of qubits 
in the used states of the GHZ. 

Also, in order to increase the information capacity of the protocol it is possible to use entangled states 
of multilevel quantum systems. For example, in works [6, 7] there was studied a protocol using Bell states 
of a three-level systems pair (qutrits) and quantum super dense coding for qutrits. Its information capacity 
is a bit per cycle, not two bits per cycle, as for the Bell protocol with qubit states. 

In works [8-13] there are considered various types of attacks, analyzed a general incoherent attack on 
various variants of the protocol, including a protocol with qutritpairs [8]. During the attack, the intruder E 
can take some information off before this attack will be detected [8, 11-13]. In work [13] there was 
investigated the method of reverse message hashing, based on multiplication by random inverse matrices. 
Then, the resulting multiply message is transmitted by a quantum channel, at the same time, legitimate 
users have the opportunity to analyze the error level by applying the protocol eavesdroppingcontrol mode. 
So, for example, if the permissible level is not exceeded, then the matrices transmit by the classical (non-
quantum) channel, as a result this allows the other side to obtain the source text by multiplying the re-
ceived message on the corresponding inverse matrices. The model of the protocol makes it possible to 
compare the error levels with a certain average noise level emitted by the quantum channel and according 
to the result of this comparison makes it possible to confirmthe presence or absence of the fact of 
eavesdropping. 

The researches carried out in work [16] confirm the statements that the error levels, caused by the 
actions of the intruder and natural noise in the channel, are not of a simple nature. In this connection, there 
is arisen the problem of synchronously fixing the changes that arise in the states of transmitted photons 
from the combined influence of the actions of the intruder and natural noise in the channel. Further 
researches will help to create a model that simulates the operation of the protocol in the eavesdropping 
control mode and to obtain a number of practical recommendations on the use of a quantum protocol in a 
channel with noise. 

The purpose of this article is an experimental research of the simulation model of a deterministic 
protocol with qutrit pairs in the eavesdropping control mode in a channel with noise. 

 
Results and discussion 

 
1. The eavesdropping control mode for a protocol with pairs of completely entangled qutrits. If 

we take as a basis the researches carried out in work [7], in particular, the behavior of the deterministic 
protocol in the noise channel, it can be concluded that in the eavesdroppingcontrol mode of the protocol 
(figure 1) both users check the initial entangledstates prepared by the second user for their invariability

  322110000  , as the attack of the intruder on the channel will make changes to these 

states. 
Both users measure the state of each qutrite separately from each other, and this measurement is car-

ried out in two different bases, switched randomly. An example are two mutually unshifted basesz and x: 

00 z ,      11 z , 22 z ; 

  32100 x ,       3210 3232
1

ii eex   ,                       (1) 

With the probability equal to 31  the user A in each of the bases will receive one of three possible 
results - "0", "1" or "2". On the other side, the user B after receiving the measurement results with the 
selected basis will also measure the state of his prepared, "home" qutrit (figure 1). 

Thus, in work [7] it is proved that the user B can obtain a result with the probability equal to 1, that 
follows from the state 00 in the ݖ െ and ݔ െbasises: 

    33221100 12210000 xxxxxx  .                         (2) 
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        
        
        






























222

222

222

6839898

9868398

9898683

8

1






pppp

pppp

pppp

out
. 

(9) 
The indices «0»  ,  , and   for the reduction of the record are not considered further. 

The probability of an erroneous result zR  is equal to the sum of two other diagonal elements (or to 

the difference between the unit and the upper left element of the matrix out ): 

    222
683811  ppRz  .                                       (10) 

zR  indicates a change in the state of the transmitted qutrit, measuring in the ݖ െ basis of the user B. 
The probability of detecting the attack of the intruder E during the implementation of the protocol in 

an ideal quantum channel according to work [8] is:  
222

1  zd .                                                    (11) 

Transforming the expression (11) with the help of (12), we obtain: 







  zzz dpdR

2

3
1

4

3
.                                                     (12) 

The result (12) will not change even if the transmitted qutrit will be affected by the noise and then the 
attack of the intruder E. The calculations show that the diagonal elements of the density matrix (9) do not 
depend on who made the interferences, was it the attack of the intruder E or the interferences of the 
depolarized channel itself. 

In cases where the user B sends 1 or 2  this corresponds to the wave functions  1  and  2
in (5), then because of the relationship between the parameters according to work [8]: 

2

2

2

1

2

0   ;     
2

0

2

2

2

1   ;     
2

1

2

0

2

2                        (13) 

These cases will also have the result of expression (12). Therefore, the total probability of the error at 
the measurement of the user B in the basis ݖwill be: 

.
2

3
1

4

3
3

3

1






  zzzzzполна dpdRRR

                                   
(14) 

Similarly, it is possible to make the same calculations for the control measurement of the user B in 
the basisݔ, then we will obtain the identical structure of the expression for the probability of the error 

xполнаR  : 







  xxxполна dpdR

2

3
1

4

3
,                                                  (15) 

where xd – probability of the error at the measurement of the user B in the basis ݔat the implementation of 

a deterministic protocol in an ideal quantum channel. 
According to the work [8] the maximum value corresponding to the complete information of the 

intruder E is equal to 2/3. Figure 3a shows the dependence of zполнаR  from zd  and ߩ. From Figure 3a we 

can see that the superposition of the operation of the intruder E and of the noise in the depolarized channel 

leads to the fact that at 32zd zполнаR  does not depend on ߩand is also equal to 2/3. From the obtained 

results it follows that at the incoherent attack the maximum value of the error probability at the protocol 
execution in the eavesdropping control mode in the depolarized channel will be the same with or without 
noise. 
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)))1(1()1(lg(0 dqqkIr  ,                                               (19) 
where ݇ – the value for calculating the probability of the not detected attack of the intruder E, 0I  – the 

amount of information that the intruder E can receive by one cycle of the message transmission mode,                       
 the probability of switching to the eaves dropping control mode, ݀ – the level of error sarising from –	ݍ
the actions of the intruder E [13]. 

For the modeling of the operation of a deterministic protocol with qutrit pairs the following 
parameters were used: 

1) the length of the transmitted ternary data is ݈݄݁݊݃ݐ ൌ 100	000	trits; 
2) an value of the degree of ten for calculating the probability of an unidentified attack of the intruder 

E -݇ ൌ 4, that isݏሺܫ, ,ݍ ݀, ሻ=10ି௞; 
3) the probability of switching the protocol to the eavesdropping control mode and ݍmessage 

transmission can take values from 0.1 to 0.9; 
4) in order to calculate the values (19) ݎ we choose: 

20 I  - the possible amount of information that can be removeв by the intruder E by one round of 

transmission, 31d - the level of errors that may arise from the actions of the intruder E in accordance 
with the work [13]; 

5) the probability of detecting an attack measured in the basisݔ	–	 32   0 xd ; 

6) the probability of detecting an attack measured in the basisݖ	–	 32zd ; 
7) the probability of depolarization of the qubit state - ߩ ൌ 0…0.5	and the probability of the 

unchanged qubit state ሺ1 െ  ;ሻߩ
8) the probability of switching of the users A and B between the bases ݔ െ	and 0,5   zx qq . 

Before the modeling the following values should be specified: ݈݄݁݊݃ݐ,	 q ,	 xd  andߩ, and then the 

following operations should be performed: 
1. Determination of the average probability of detecting an attack according to two bases in an ideal 

channel, that is, the value Evad
 by the expression xxzzEva dqdqd   

This parameter determines the average level of errors recorded in the eavesdropping control mode in 
an ideal channel and is needed for comparison with the corresponding value in a channel with noise 

полнаR
 (17), taking into account the simultaneous change in the states of the transmitted photons as a result 

of the actions of the intruder E and of the natural noise. 
2. Determination of the length of the data block (19)ݎ and the amount of these blocks݈, into which the 

transmitted data is divided, ݈	is determined by the expression rlengthl  . 

3. Determination of the error probabilities at the measurements in bases ݔ,  andthe average value forݖ
two bases, i.e. parameters ݎݎܧ௫, ݎݎܧ௭,  :௠௘௔௡ by the expressionsݎݎܧ

)231(43 xxx dpdErr  , 

)231(43 zzz dpdErr  , 

zzxxmean ErrqErrqErr  .                                               (20) 

4. Generating a pseudo-random ternary sequence ܽ with size ݈݄݁݊݃ݐ (the probability of generating 
"0", "1", "2" was taken equal to 31 ). 

5. Separation of the obtained in the previous paragraph ternary sequence ܽ, ሺܽ ൌ ሺܽଵ, … , ܽ௟ሻ,	 
݅ ൌ 1,… , ݈ሻ with the size r on݈ blocks of smaller volume, the last block, if necessary, is supplemented 
with random trits in order to obtain the required length ݎ, then perform following operations: 

- generating a random sequence in a GF (3) field ܩሺܩ ൌ ሺܩଵ, … , ,௟ሻܩ ݅ ൌ 1,… , ݈ሻ	with the size lr  . 

- addition ܽ௜ ൅ in the Galois GF field (3), as a result we obtained ib	௜ܩ (18). 

- transmission of ib
 by means of a deterministic protocol in a quantum channel with noise. 
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wrong conclusion that there is no eavesdropping.Thus, in a noisy channel, in particular at a sufficiently 
high level of natural noises, the legitimate users must transmit sufficiently large amount of blocks, at least 
a few dozen, and only then make a conclusion whether or not there is the attack of the intruder E (and on 
the need to interrupt the operation of the protocol, or to transmit a pseudo-random sequence ܩfrom user A 
to user B). All this is the basis for developing recommendations for the practical implementation of a 
deterministic protocol with entangled qutrit pairs in a depolarized channel. 

2. The average error levels are almost independent from the probability of switching to the control 
eavesdropping mode of (table). 

But the probability significantly affects the speed of data transmission by a deterministic protocol: the 
smaller ݍ is, the more often the data is transmitted and the higher the speed is. But the length of the block 
 .according to the exponential law it increases [16]ݍ with decreasing of ,ݍ also depends onݎ

3. At ߩ ൌ 0,7and at the attack of the intruder E with zero error level in one of the basises (for 
example, dx=0,dEva = 0,333), the average level of errors MeanErrlvl almost does not exceed p, therefore 
the legitimate users can make the wrong decision about the absence of attack. Therefore, it is necessary to 
check the average errors level in each of the bases ݔ and ݖseparately, in one of these basises the error level 
will be close to the value 2/3. In addition, we can conclude that for reliable detection of an attack the 
legitimate users should use a quantum channel with a natural noise level, on practice this means using a 
channel of a limited length. 

Conclusions. In this work there was developed a model of the deterministic protocol in the eaves-
dropping control mode with qutrit pairs in a channel with noise and there is modeled its work in a channel 
with noise. Obtained a formula for the total probability of an erroneous result at measuring in the eaves-
dropping control mode. The equality of the values of the maximum error probability in the eavesdropping 
control mode is substantiated at the implementation of the protocol in an ideal and noisy depolarized 
channels. There is established that in a depolarized channel, especially at a sufficiently high level of noise, 
the legitimate users must transmit a sufficiently large amount of blocks of information (at least several 
dozen) and only then decide whether or not an attack exists. It was also been established that the legiti-
mate users need to use a limited-length quantum channel with a natural noise level ߩ ൑ 0,5 for reliable 
detection of an attack on practice. 

This model can be further improved by taking into account errors in the message transmission mode 
and using noise-immune coding for the qutrits. 
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Аннотация. Кванттық криптографияның технологиялары бұзушының есептеу мүмкіндіктеріне тəуелді 
емес, себебі кванттық демеуліктердің айрықша бірегей қасиеттерін қолданады, кванттық физика заңдарының 
беріктілік қағидаларында негізделген. Хабарларды шифрлауды қолданбай құпия жіберуді қамтамасыз ету 
есебін шешу үшін қолданатын көптеген əдістер мен тəсілдемелер белгілі. Кванттық криптографияның ең 
дамыған технологиясы – алдын ала шифрлаусыз ашық арнамен ақпаратты жіберуге мүмкіндік беретін квант-
тық түзу қауіпсіз байланыс. Осы мақсатпен жұмыста жасырын тыңдауды бақылау режимінде кутриттер 
жұбын қолданумен шуы бар арнада кванттық хаттама үлгісінің эксперименттік зерттеулері жүргізілген. 
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БЕЗОПАСНОЙ СВЯЗИ В КВАНТОВОМ КАНАЛЕ С ШУМОМ 
 

Аннотация. Технологии квантовой криптографии не зависят от вычислительных возможностей нару-
шителя, так как используют специфические уникальные свойства квантовых частиц, основываются на прин-
ципах нерушимости законов квантовой физики. Известно много методов и подходов, используемых для 
решения задач обеспечения секретности передачи сообщений без применения шифрования. Самая развитая 
технология квантовой криптографии – квантовая прямая безопасная связь, позволяющая передавать ин-
формацию открытым каналом без предварительного шифрования.С этой цельюв работе дано описание 
проведеных экспериментальных исследованиймодели детерминистического протокола в канале с шумом с 
использованием пары кутритов в режиме контроля подслушивания. 
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