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DESIGN AND SIMULATION OF VIRTUAL LOCAL AREA
NETWORK USING CISCO PACKET TRACER

Abstract. Modern local networks consist of several subscriber devices located inside the same building.
Computers on the local network are interconnected using network equipment - switches. By default, all devices
connected to the ports of the same switch can communicate by exchanging network packets.

Computer networks of data transmission are the result of the information revolution and in the future will be
able to form the main means of communication. The worldwide trend towards the integration of computers in the
network is due to a number of important reasons, such as the acceleration of the transmission of information
messages, the ability to quickly exchange information between users, receiving and transmitting messages (faxes,
E-mail letters, electronic conferences, etc.) without leaving the workplace, the ability to instantly receive any
information from anywhere in the world, as well as the exchange of information between computers of different
manufacturers working under different software.

A large number of broadcast packets sent by devices leads to a decrease in network performance, because
instead of useful operations, the switches are busy processing data addressed to everyone at once. The situation
forces us to divide such large networks into autonomous subnets; as a result, the logical structures of the network are
different from the physical topologies. This article discusses VLAN technology (Virtual Local Area Network -
VLAN), which allows you to divide one local network into separate segments.

Key words: Computer Networks, IP Addresses, Cisco Packet Tracer, Ping Test, Virtual Trunking Protocol,
Subnetting, VLAN.

Introduction. Today in the world there are more than 130 million computers and more than 80% of
them are united in various information and computer networks - from small local networks in offices to
global networks. Computer networks - a set of personal computers (PC) distributed over a territory and
interconnected to share resources (data, software and hardware components).

Basic requirements for modern computer networks:

1) Easy operation and user access to the network;

2) Openness — the ability to connect different types of devices;

3) Development — the ability to increase network resources and subscribers;

4) Autonomy — the user's work on his personal computer (PC) should not be limited to the fact that
the PC is included in the network;

5) Integrality — the possibility of processing and transmitting information of various kinds: symbolic,
graphical, etc.;

6) Security — the ability to prevent unauthorized access to the network.
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The purpose of a computer network is to provide users with a network service. The organization of
network service is carried out by network services. Network service provides the user with the ability to
perform the following basic functions, which are based on remote access to network resources:

— work with files distributed over the network (transfer, storage, receiving, playback);

— multi-user access to files, allowing you to have one instance of the data and organize the
collaboration of users in a single information space;

— work with geographically distributed databases;

— distributed computing;

— reception, transmission of e-mail;

— remote maintenance, network administration.

The existing networks are currently divided primarily on a territorial basis [1]:

1. Locate Area Network (LAN), this network covers a small area with a distance between individual
computers. Typically, such a network operates within the same institution.

2. Wide Area Network (WAN), this network usually covers large areas (the territory of a country or
several countries). Computers are located at a distance of tens of thousands of kilometers from each other.

3. Regional networks, such networks exist within the city, district. Currently, each such network is
part of a global network and a special specificity in relation to the global network is not different.

4. Virtual Local Area Network (VLAN) is a feature in routers and switches that allows you to create
multiple virtual LANSs on a single physical network interface (Ethernet, Wi-Fi interface). VLANSs are used
to create a logical network topology that is independent of the physical topology.

Materials and methods. Virtual LAN technology is used in the design of internal networks of
universities, organizations and enterprise networks. VLAN is a data link layer technology for building
multiple logical networks on the top of physical network. The LAN network is divided into different
logical segments called broadcast domains. The workstation division is based on the functions, platforms
and teams [2]. Virtual LAN is nothing but a group of devices that are connected virtually but may or may
not physically connected [3]. Virtual LAN or VLAN allows network engineers and network administrators
to make logical network from physical network. This technology is used to segment a complex network
into smaller networks for better manageability, improved performance and security [4].

Types of VLAN:

- Port-based VLAN (Port - based VLAN) - each switch port is assigned to a specific VLAN and any
network device connected to that port will be in the assigned virtual network;

- MAC-based VLAN (MAC-based VLAN) - VLAN membership is based on the MAC address of the
workstation. In this case, you must bind the MAC addresses of all devices to the VLAN on the switch;

- Port-based VLAN and IEEE 802.1 v protocols - the Protocol type is used to determine VLAN
membership;

- VLAN based on IEEE 802.1 Q - field VLAN accessories, integrated into the Ethernet frame
structure, which allows you to transfer this information over the network. The advantage is the flexibility
of configuration, use not only on one switch, but also within the entire switched network; the ability to use
equipment from different manufacturers in the organization of the network [5].

There are two methods for assigning a port to a specific VLAN:

- static assignment - when the VLAN port ownership is set by the administrator during the
configuration process;

- dynamic assignment - when the port VLAN membership is determined during the operation of the
switch by using the procedures described in special standards, such as IEEE 802.1 x When using IEEE
802.1 X to gain access to a switch port a user is authenticated on the RADIUS server. According to the
results of authentication the switch port is placed in a particular VLAN [6].

X.Sun et al. [7] adopted the K-means clustering algorithm to partition VLANSs for each user group
based on a broadcast traffic cost model. The broadcast traffic cost model is defined as

B=H*xAxW 1)
Here, H denotes the number of hosts of a VLAN, 4 denotes the average broadcast traffic (in packets

per second, pkt/s) generated by a host, /¥ denotes the sum of links of the spanning tree, and B denotes the
total broadcast traffic cost of the VLAN. Fuliang Li et al. [5] extend the model as shown in:
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B, =H=*Ax*C 2)

Here, H and 4 have the same meaning as Sung’s model, and we assume that broadcast traffic is

generated at 2.12 pkt/s per source, that is, 4 = 2.12. C denotes the total link cost of a VLAN. B, denotes
the weighted (i.e. taking into consideration the link cost) broadcast traffic of the VLAN.

K.He et al. [8] proposed the GreenVLAN approach, An energy-efficient approach for VLAN design,

developed a practical equations to solve the proposed model and the complexity of the algorithm is analysed:

min Y;¢; E; (3)

s.t.Ep =y,(F) 4)

Yhoix; <N VieH )
"i(l-x)<MvieH (6)
x;j(1-Q())=0,vi,jeH (7)

XijXjk — Xy = 0, Vi, j,k (i<j<k)EH ®)
B(v(®)) = XMy x;; « A(v(®)) «*W(v())) < Th, Vi€ H 9)

Equation 3 computes the total energy consumption in the network. Equation 4 calculates the energy
usage of link /. Equation 5 and Equation 6 guarantee that the produced grouping solution should satisfy the
feasibility criteria, that is, the number of host per VLAN should not exceed the upper bound N and the
number of VLANs created should not exceed the upper bound M. Equation 7 means the produced
grouping solution should guarantee the correctness criteria, in other words, hosts grouped into the same
VLAN must belong to the same logical category. Equation 8 means that if x;; = 1 and xj; = 1, then xy;
must also equals to 1 (i <j < k), this equation guarantees the correctness of the solution. Equation 9 makes
sure that for each created VLAN, the broadcast traffic will not overflow the threshold 7%, which might be
determined by the network operator.

The structure of a real network is formed using structure-forming equipment (switches, routers), to
which network nodes are connected, and a multi-level (often three-level) network is created [9]. This
approach is used when creating a corporate network based on VLAN technology. At the same time,
groups of the first level of the information structure are virtual local networks. The second and third levels
of the information structure are designed to connect these networks to each other. The number of switches
used to connect nodes of the technical structure of the corporate network when creating first-level groups
(first-level switches) is determined by the features of the real set, the technical capabilities of the switches.
Let's denote this number K, K; = K; = 1. Number of switches to connect first-level switches and create
second- level groups ( second -level switches) K, K, = K, = 1. The number of switches of the third level
to connect the switches of the second level - K3 = 0.

The technical structure of the network is defined by a set of ST elements: Y| = ||yi‘i j”:
(i=12,..,M;j =1,2,..K) matrix of connections of technical network nodes (workstations, servers)
with first-level switches; Y, = | Vai j |, (i=12,..,K;j =1,2,..K;) matrix of connections of first-level

switches with second-level switches; Y3 = ||y§l- j

[, (i=12,..,K3;j =1,2,..K}) matrix of connections
| (i,j=12,..K{) matrix of
connections for first-level switches. X; = ||x;i i ||, (i,j = 1,2, ...K3) matrix of connections for second-level

between third-level switches and second-level switches; X{ = ||xi"l-j

switches; X3 = | X3 ills (i,j = 1,2, ... K3) matrix of connections of third-level switches. For each level, the
following parameters are set matrices that specify the bandwidth of the communication channels used
when building networks: C; (Yy"), C5(Y5), C3(Y3), Cy (X7), C5(X3), C5(X3).

Since routing is used in large-size corporate networks, it is necessary to use appropriate routing
algorithms on graphs to calculate flow parameters. For this purpose the matrix of the graph of connections
between switches is constructed € and it is presented in the following form:

X Y 0
=" X3 7 (10)
0 )" X3
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Thus, the parameters of data flows in the network for a given technical structure are defined by a set of:
PST(ST) = {A1(Y7), A2 (Y2), A3 (Y3), 13, 23, A3, v1, 423 (11)
Any terminal node of the network has a single connection to the transport subsystem that implements
full- duplex mode of information exchange (simplex mode and half duplex only take place in special
segments of the corporate network). Therefore, from the point of view of the load on the transport
subsystem, any host in the network can be considered as a queuing system with one input and one output.
Assuming a Poisson flow of service requests and an arbitrary distribution of their service time (the
Kendall notation M/G/I system), the analytical model is described following relation:

A=%[1+(UT—’:)2],p=A-TS,

_ p%A _ pTA
- 1_p' w 1_pa
2
_ p“A _ pTsA
r=p+ —1_p,Tr =T + Py (12)

where, org - the standard deviation of the average maintenance time T; A — the rate of receipt, i.e. the
average number of requests received per second; w — average number of requests waiting for service;
T, — average waiting time; r — average number of requests in the system, waiting and served; T,- — the
average time that a query spends in the system.

The Poisson flow of requests assumption is valid in client-server technologies if we consider the flow
of requests from multiple clients to the server.

From the above data, it follows that it is conceptually natural to imagine the corporate network
management process as a two-level management process, where a set of basic parameters is formed at the
first level, and at the second, with fixed basic parameters, variable parameters are managed.

The decomposition of a management task involves the decomposition of a corporate network into a
set of private networks (subnets) and managing the solution of a group of similar private tasks. This is
largely consistent with VLAN management principles.

The Experimental Results and Model Network. Cisco Packet Tracer (CPT) is virtual networking
simulation software developed by Cisco, to learn and understand various concepts in computer networks.
CPT is a powerful network simulation program that allows students to experiment with network behavior
and ask “what if” questions. As an integral part of the Networking Academy comprehensive learning
experience, Packet Tracer provides simulation, visualization, authoring, assessment, and collaboration
capabilities and facilitates the teaching and learning of complex technology concepts. Like any simulation,
Packet Tracer relies on a simplified model of networking devices and protocols. It provides a simulated
environment where processes between various networking devices, such as routers, switches, wireless
access points, computers, links and applications are visible with animations and easy explanatory
descriptions [10].

CPT is able to model a large number of devices for various purposes, as well as many different types
of connections, which allows you to design networks of any size at a high level of complexity. There are a
lot of researches by using VLAN in Packet Tracer [11,12].

The article considers the location of the network topology of three departments of the
IT - TECHNOLOGY, AUTOMATION AND MECHANIZATION OF AGRO-INDUSTRIAL COMPLEX
faculty of the Kazakh National Agrarian University as an example. The scheme of information flows
between departments is shown in figure 1.

Sogf 24P
Depgfimentsvy

2960-24TT

2960-24TT 2960-24TT Swight

witchl Switch2
DEPARTMENT OF
Department IT [« ——— | | ENERGY SAVING
™

AND AUTOMATION

DEPARTMENT OF ¥
._*| PROFESSIONAL
4 TRAINING

»_

Figure 1 — The scheme of information flows between departments
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For experimental work, we created the following topology in Packet Tracer: Department of
Information technology (IT), Department of Professional Training (PT), Department of Energy Saving
and Automation (EA) (figure 2).

VLAN 10 - SERVER
132.168.10.1 ~,

d g
FEr PCPT
PC4 5

VLAN 40 - DEFARTVENT OF ENERGY
SAVING AND AUTOMATION

Figure 2 — Topology in Packet Tracer (with VLAN)

Show vlan command description (figure 3):

1 column is the VLAN number. There is initially number 1 here - this is the standard VLAN that is
initially available on each switch. Numbers from 1002-1005 for other channel environments. You cannot
delete them;

2 column is the name of the VLAN. When creating a VLAN, you can choose meaningful names for
them to identify them later. By default there is default, fddi-default, token-ring-default, fddinet-default,
trnet-default;

3 column - status. It shows what state the VLAN is in. At the moment, VLAN 1 or default is active,
and the next 4 are act / unsup;

4 column - ports. This shows which VLANSs the ports belong to. By default, they are in default.

TTEw "
VLAN Neme Status  PForts
1 defauls active  Fa0fl, Fa0/2, Fa0/3, Fa0rd
Fa0/S, Fa0/§, Fa0/7, Fa0/g
Fa0/3, Fa0/10, Fa0/1l, Fa0/1Z
Fa0/13, Fa0/14, Fa0/15, Fa0/1%
Fa0/17, Fa0/18, Fab/18, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/2%
Gig0/1, Gigo/z
10 sERVER active
20 DepartmeatIT active
30  DepartmentET active
20  DeparsmentZA active
1002 fddi-defauls active
1003 token-ring-default active
1004 fddinet-default active
1005 trmet-defauls active
VLAN Type SRID MIU  Parent RinglNe BridgeNo Stp BrdoMode Trensl Trans2
1 enes 100001 1500 - - - - - 0 o
--Mozre-- v

Figure 3 — Show Vlan commands

Virtual Trunking Protocol (VTP) has some issues but not much research has been done for
complexities arise in VTP based configuration. In this paper, we focus strongly on various security aspects
of VLAN design using with VTP to reduce the much administrative work apart from optimal Inter-VLAN
routing design.

Using VTP makes it easier to manage (create, delete, rename) VLANSs in the network. In the case of
VTP, the change (VLAN information) can be made centrally on one switch, and these changes are
propagated to other switches in the network (figure 4). If you don't use VTP, you need to make changes on
each switch.

DepartmentSW (config) &

Department5W (config) §vtp mode server

Deviece mode zlready VIE SERVER.

DepartmentSH (config) fvtp domain cisco.com

Changing VIP domzin name from NULL to cisco.com

DepartmentSW (config) §vtp version 2

DepartmentSW (config) §int range £0/2-4

DepartmentSW (config-if-range) #sw

DepartmentSW (config-if-range) #switchport trunk enc

DepartmentSW (config-if-range) #switchport trunk encapsulation dotlQ
DepartmentSW (config-if-range) #switchport mode trunk R

Figure 4 — Configure VPT and Trunk — Port
— 10 ——
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The Dynamic Host Configuration Protocol (DHCP) allows automatic configuration of network
devices. Setting up a DHCP server on the router is beneficial in that it allows for maximum use working
router by hanging on it the maximum amount of functionality (Internet, NAT, DHCP, etc.) (fig.5). DHCP
allows the router to automatically configure the following basic parameters [1,5]:

- IP address;

- Default gateway;

- Subnet mask;

- DNS server;

- Domain name.

. Server) - DN

SERVICES ek
[
DHCE

CHCPE
TR

SYSLOG

[ B e we e
"

mame Gateway sarver server Asgreas

Adress

40 192 168401

Figure 5 — Enable DHCP Server

Using the ping command, we can see the results of sending packets over the Vlan (figure 6):

Physical ~ Config _ Desitop  Programming  Aftrioutes
—

(Command Prompt
ra

Figure 6 — Ping results

Conclusion. In conclusion, we showed the most popular application of VLANSs. Also, regardless of
physical location, it is possible to logically combine nodes into groups, thereby isolating them from others.
This topology is very convenient when employees physically work in different places, but must be
combined. And of course, from a security point of view, VLANSs are not interchangeable. The main thing
is that a limited circle of people have access to network devices.

As a result of the work the following advantages were identified when using Vlan networks between
departments:

- facilitates moving, adding devices, and changing their connections to each other;

- a large degree of administrative control is achieved due to the presence of a device that performs
routing between VLAN networks on the 3rd level,;

- bandwidth consumption is reduced compared to the situation of a single broadcast domain;

- prevention of broadcast storms and the prevention of loops.
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The proposed approach to analysing the technical structure of the corporate network and the results
obtained allow the network administrator and developer to evaluate the load of communication channels
and network equipment with a known information structure. The proposed results can be applied to
networks built using VLAN technology.

TI. Opz[aﬁaeBal’3, TI. Ilmycynexm;az, H. Paxbivex’

18n—®apa61/1 aTerHaarel Kasak YITTHIK yHUBepcuTeTi, Anmatel, Kazakcran;
M. Oye3oB ateiHnarsl OHTYCTiK Kazakcran memnekerTik yauBepeuteri, LlIprmkent, Kazakcran;
Kasak YITTHIK arpapiibIK yHUBepcHTeTi, AnMathl, Kasakcran

CISCO PACKET TRACER APKbBLJIbI BUPTYAJIABI dKEPT'IUIIKTI 2KEJIIHI 7JKOBAJIAY
7KOHE MOJEJIBJAEY

Annotanusi. Ka3ipri 3aMaHfbl )KeprilikTi xenijep O0ip FUMaparTa opHajackaH OipHelle aOOHEHTTIK KYPbUIFbI-
JIaH Typajbl. KeprijaikTi xesieri KOMIbIOTEpIIep JKeIIK *Ka0AbIK-KOMMYTaTopJiap apKbUIbl KOChUIFaH. bip komMmy-
TaTOP MOPTHIHA KOCHUIFAH KYPBUIFbUIAP KEIUIIK TAKETTEPMEH aliMacybl MYMKIH.

KommbroTepiik sxerninep HerisiHae AepeKkTepl TapaTy aKnapaTThIK PEBONIOLMSHBIH HOTHXKECI caHaIa/lbl JKOHE
Oomamakra OaiiaHbICTBIH HETi3Ti Kypangapsl Oona ananpl. KoMmbroTeprepiH kenire KipiryiHiH ajibl aJeMIiK
YpAici akmapaTThIK XabapiaManapasl TapaTyabl KeAeNIeTy, NailalaHyIIbuIap apachbHIa JKbIIIaM aKmapar ajaMacy
MYMKIHIITi, Xabapimamanapasl (pakc, HMEKTPOHABIK XaT, JJIEKTPOHABIK KOH(pEPEHIHs *XoHe T.0.) KaObuimay >KoHE
Kibepy CHAKTHI OipKaTap MaHBI3IBI cedernTepre HeTi3neNnTreH, COHaii-aKk Typili OaFaapraMalblK JKacaKTaMa apKbUIbI
’KYMBIC aTKapaThIH OHIIPYIIl KOMIIBIOTEpIIepi apachlHaa aKmnapar aaMacampbl.

Kasipri ke3zeri senizep MbiHaait Tonrapra 6eminesi: sxepririkTi xeii (LAN); aykpimast xeni (WAN); alimak-
TBIK JKenisiep; BUpTyanabl xepritikti ke (VLAN). TapaTsuiaTeiH 10MeH KeJieMiH miektey apkpuibl VLAN sxepri-
JIKTI XKeJTIepAiH Kayilnci3airi MeH eHIMIUTIriH KaMTaMachI3 eTe/li.

Bupryangst LAN TexHOJIIOTHACHI YHHBEPCUTET, YHBIM JKOHE KOPIIOPATUBTIK IKEJUIEpAiH 1IIKI JKeJicCiH
)obaaya KeHiHEH KOJIIaHbLIaIbL.

Xarramanap kenije OipHele ilKi jKenijaepai OaraapiaManayra MyMKIHIIK Oepelli, 0JapIblH SpKaHCHICHl Tpa-
¢uxTi 6ip-OipiHeH oxmaynailTeiH sxeke VLAN-ra xocsurras. Ethernet koMMyTaTopiapsl OpHATBIUIFaH JKBIIIAMIIBIK-
THI IIEKT€Y MYMKIHIIKTEPiH KOJIaHa OTBIPHIN, (DPU3MKAIBIK MHTEpQEHCTEep apKbUIbl aFblH JKbULAAMIBIFBIH IIEKTEeH
anajpl.

Kasipri Ethernet kommyTaTopIapeIHIAFEl OCHI KYPBUTBIMABIK MexaHuzmaepai kemmiiiri SNMP, HTTP rveme-
ce KOMaHJAIIBIK 0 HHTepdeiici apKpUIBl KonKeTiMIl keneni. backapy xarramanapsr Herizinae VLAN jxoHe coran
OaiaHBICTHI JKEJIIEpAl, o3re I HHTepdeic KbUIIaMABIFBIHBIH LIeKTeyiH OaraapiaMaiblK [OeHreine Oakpliaid
anambi3. CoHzail-aK, KallbIKTBIKTaH COTCI3/IK KOCKBILIBIH OaKbUIall OTBIpYFa 0ONajbl XKoHE COFaH opail Typii ape-
KeTTep OacTaiybl MYMKIH.

Makanana Kazak ynrteik arpapisik yHuBepcuteTiHiH (Kaz¥AY) «IT - texHonorusiap, arpoeHEpKaCiNTiK
KEIIEH/Ii aBTOMATTaHABIPY YKOHE MEXaHUKAIAHIBIPY» (haKyJIbTETiHIH YII KadeapachIHbIH XKEIIIK TOIOJIOTHSCHIHBIH
OpHaJIacy JKarJaibl MbICaJl pETiH/IE KapacThIpbLIa/bl.

OkcnepuMeHTTIK kyMbIcKa apHaiibl Cisco Packet Tracer-ne keneci Tononorustuel Kypasik: «IT jxoHe aBToMaT-
TaHIBIpy» Kadenpackl, «KacinTik oKbITy» Kadeapacsl, «K JHEPTUsIHBI YHEM/IEY JKOHE aBTOMATHKa» KadeIpacsl.

JKympicTa KyMBICIIBI OOBEKTLIEpAlI OpHANACKAH JKEpiHe KapamacTaH Oenrimi Oip TomTapra, Oip-OipiHeH
OKmIaynail OoThIpeIT OipiKTipyre OONATHIHABIFBI KepceTunmi. by Tomonorus Kel3MeTKepiiep opTYpili alMakTapia
Oipre >xyMbICc aTKaprada ete biHFainel. Kayinciznik TypreicbiHan VLAN 06ip-0ipiH anmMacTeIpa amMalTBIHEL OSITiT.
EH 6acThIChI, KbI3METKEPIIEPAiH ILEKTEYJIi TOOBI KENTIK KYpbUIFbUIAPFa KOJ KETKI3e/Ii.

Kympic HoTmkeciHme Vlan skeminepin kadeapanap apachlHza maiiiananyna Kejeci apThIKIIbUIBIKTAp
AHBIKTAJIIBL:

— OpBIH aJIMACTHIPY, KYPBUIFbLUIAP/IbI KOCY XKSHE OJIapAbIH 0ip-OipiMeH OailylaHbIChIH ©3repTy /Il )KeHIIeTe ],

— 3-nenreinik VLAN KypbUIFBICBIHBIH eIl apachiH/ia OailyIaHbICThI )KY3€re achblpybiHa OaiIaHbICThI SKIMIILTIK
OakplIayAbIH )KbUIIAMIIBIFBI apPTa/Ibl;

— aKmapaTThl TapaTy KaOiIeTTUIIr OpTalbIK TapaTy JOMEHIMEH CallbICThIPFaH 1A TOMCHICII.

Tononorust GpakyabTETTIH JKEPrUTIKTI XKeJICiH 3 keKe CerMeHTKe 0erryre MyMKIiHIIK Oepi, OyJ1 KeJTiK KYKTe-
Me Tpadurid endyip azaiTTel. Typre3bura Tonoxorus Kas¥YAY xemistik oKiMIIijirine eHrisy YIIiH YChIHBUIIBL.

Tyiiin ce3nep: kommbproTepIiK Kkeminep, IP-anpecrep, Cisco Packet Tracer, Ping Test, BUpTyansl TpaHKHHTTIK
xaTTama, imki sxeminep, VLAN.
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IPOEKTUPOBAHUE U MOJEJUPOBAHUE BUPTYAJIbHOM JIOKAJIBHOM CETH
C HCHTOJIB30BAHHMEM CISCO PACKET TRACER

Annotanusi. CoBpeMEHHbIE JIOKAJIbHBIE CETH COCTOST W3 HECKOJBKUX A0OHEHTCKUX YCTPOMCTB, PaclojoKeH-
HBIX BHYTPU OJHOTO 31aHMsi. KOMIBIOTEpHI B JIOKAJIHHOW CETH COEIMHEHBI MEXAY cOOOH C MOMOUIBIO CETEBOTO
o0opynoBaHus - KOMMyTaTtopoB. I1o yMouaHHIO Bce yCTpOMCTBa, MOJKIIOYEHHBIE K TOPTaM OJJHOTO KOMMYTaTopa,
MOT'YT OOMEHUBATHCS CETEBBIMHU MTAKETAMH.

KommnbioTepHbIe ceTr nepeaadn JaHHBIX SBISIOTCS PE3yJIbTaTOM MH(OPMAIMOHHON PEBOIIONNH U B OyaymieM
CMOTYT CTaTh OCHOBHBIMH CPEACTBaMH CBS3H.

CymiecTByIOIINE CETH B HACTOSINEE BPEMsI pa3/ieIeHbl B OCHOBHOM IO TEPPUTOPUANBHOMY HpHU3HAKY: JIokaib-
Hast cetb (LAN); I'nobanbnas cetb (WAN); Pernonanshbie cetu (Regional networks); BupryanbHast jokanbHas ceTh
(VLAN). VLAN nomoraet 6€301acHOCTH ¥ TPOU3BOAUTEILHOCTH JOKAIBHBIX CETEH, OTpaHUIHMBAs pa3Mep IIHPOKO-
BCHIATCIIbHBIX JJOMCHOB.

TexHonorus BUPTyalbHOW JIOKAJIBHON CETH UCIIOJIb3YETCSl IIPU NMPOCKTUPOBAHUU BHYTPEHHUX CETEH YHUBEp-
CHUTETOB, OpPraHU3aLUi U KOPIOPATUBHBIX CETEH.

[TpoToKONBI MO3BOJIAIOT HPOrPaMMHUPOBATH B CETH HECKOJBKO IOJACETEH, KaXIbli M3 KOTOPHIX CBS3aH C
otaensHoi VLAN, m3onupyst tpaduk npyr ot apyra. Kommyrarops! Ethernet MoryT orpaHnumBaTh CKOpOCTh BXOAS-
XX WM UCXOASIIMX IMOTOKOB Yepe3 CBOM (u3uyeckne nHTepdeiichl, HCIOoNb3yst BCTPOSCHHBIE (PyHKINH OrpaHHude-
HUSI CKOPOCTH.

BosbIIMHCTBO M3 3THX MEXaHU3MOB CTPYKTYpHPOBaHHS B COBPEMEHHBIX KommyTtaTtopax Ethernet mocTymHsr
yepe3 untepdeiicel SNMP, HTTP wim koMaHaHO#M cTpoku. MoKHO mporpaMMHO HacTpouTs VLAN u CBsI3aHHBIE C
HUMH CBSBYIOLIME CETH, a TAKXKe OrpaHMYeHHs] CKOPOCTH MHTepdeiica, HCIONB3ysl MPOTOKOMBI yrpaBieHus. Taxoke
BO3MOXKHO YHQJICHHOE OTCIEKHMBAaHHE KOMMYTAaTOpOB Ha IpeaMeT cOoeB, W pa3iIWyHble AEHCTBHSA MOI'YT OBITH
WHUIIMAPOBAHBI B OTBET HA 3TH COOBITHS COOCR.

B crathe B kayecTBe mpuUMepa paccMaTpPHBAETCs PACIIONOKEHHE TOIOJIOTHH ceTH Tpex kadenp dakynbrera
«IT-TexHoNOrNH, aBTOMAaTU3AIMN U MEXaHHU3ALUU arpoIpPOMBIIIJIEHHOT0 KOMIUIeKca»y Ka3zaxckoro HalMoHaIbHOTO
arpapsoro ynusepcurera (KasHAY).

st axcriepuMeHTaIbHON paboThI MBI co3aiu cienytonryto rorosoruto B Cisco Packet Tracer: kadenpa «IT u
aBTOMaTu3anum», kadeapa «IIpodeccrnonansHoro odyuenuns», kadenpa «HeprocOepekeHUs 1 aBTOMATH3ALNN.

B nanHOlt paboTe MBI MOKa3aiH, 4TO, HE3ABUCUMO OT (PU3NYECKOTO PacIOI0KEHHs, MOKHO JIOTHYECKH 00be-
JMHATH y3JIbl B TPYIIIBL, TEM CaMbIM H30JMPYS UX OT APYruxX. Takas TOMOJOTHS OYeHb yAOOHA, KOTZa COTPYIHUKH
(huzmgecku paboTalOT B pa3HBIX MECTaX, HO JOJDKHBI ObITh 00BheTnHEeHE. Y KOHEYHO, ¢ TOYKHM 3peHuUs 0€30IacHOCTH,
VLAN He sBisAI0OTCS B3aUMO3aMeHsIeMbBIMH. | 1aBHOE, 9TOOBI OTPaHUYEHHBIN KPYT JIOJEH MMeN JOCTYI K CETeBBIM
YCTpOMCTBaM.

B pesynbrate npoBeneHHON pabOThl ObUIM BBISBIICHBI CIIEAYIONIME PEUMYIIECTBA IIPH UCIIOJIB30BAaHUU CETEeH
Vlan mMexay noapasneseHusMH:

- obJeryaer nepemenieHue, 100aBleHNe YCTPOICTB U U3MEHEHUE UX COEMHEHUH APYT C IPYroM;

- OoJIpLIAs CTENEHb aJMUHUCTPATHBHOTO KOHTPOJISI JOCTUTAETCs 32 CUET HAJIMYMS YCTPOUCTBA, BBIIOJIHSIIONIETO
MapupyTusanuio Mexay cetssMu VLAN na 3-M ypoBHe;

- oTpeObJIeHNE TMOJIOCH! MPOIYCKAHUs CHIKAETCSI [0 CPABHEHHIO C CUTyalUed OJHOTO IIMPOKOBEIIATEIHHOTO
JIOMEHa;

- IPEAOTBpPAICHUE INPOKOBEINATEIbHBIX IITOPMOB M TIPEIOTBPAIIEHHE TIETEb.

ITocTpoeHHast TOMOJOTHS MO3BOJIMIIO Pa3/eNIUTh JIOKATbHYIO CeTh (paKkyiIbTeTa Ha 3 OTAEIbHBIE CETMEHTBHI,
KOTOpasi 3HAYUTENBHO CHU3WI Tpaduk 3arpyxaeMocTH ceTH. IlocTpoeHHas TOIOJIOTHS NMPEAToKeHa CUCTEeMHBIM
agmuaucTpaTopam KasHAY nns BHenpeHus.

KawueBble cioBa: xomnbiorepHble cetH, [P-agpeca, Cisco Packet Tracer, Ping Test, BupTyaibHBIi
TPaHKHUHIOBBIN TpoTOKOJI, moaceTH, VLAN.
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