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EVALUATION OF SUSTAINABLE METHODS
OF MODULAR EXPONENTIATION BASED
ON PROBABILISTIC APPROXIMATION

A. K. Shaikhanova', A. D. Zolotov*, E. M. Mukhametov’, M. P. Karpinski’

'Kazakh National Technical University after K. I. Satpayev, Almaty, Kazakhstan;
Semey State University named after Shakarim, Kazakhstan;
*University of Bielsko-Biala, Poland.
E-mail: Igul7@mail.ru,azol64@mail.ru, eldos_sports@mail.ru,mpkarpinski@gmail.com

Key words: time complexity, space complexity, modular exponentiation, binary method, p method, sliding
window method.

Abstract. There are various parameters of analysis of computer system as a whole, but the main criterion for
evaluating its security subsystem information is resistant to attacks. To ensure trouble-free and efficient operation of
the subsystem that runs on RSA cryptographic algorithm, it is necessary to investigate the basic parameters of the
algorithms for modular exponentiation. Traditionally it is accepted to estimate the degree of complexity of the
algorithm in terms of resources used by the main computer: CPU time and memory. In this regard, such things as the
time complexity of the algorithm complexity and volume are considered. A comparative study of the operations of
the binary method, f-ary method and sliding window method of a modular exponentiation with reading exponent bits
"left to right" and "right to left" is conducted. Studied in this paper stability criteria to the analysis time are sufficient
and necessary in the construction of modern computer systems with distributed access.

YK 004.74.76.2

OLIEHKA YCTOMYMBOCTH METO/10B
MOIYJSIPHOIO DKCNIOHEHIIMPOBAHUS
HA OCHOBE BEPOSITHOCTHBIX IPUBJIN)KEHUI

A. K. laiixanopa', A. JI. 3o;10T0B%, E. M. Myxameros’, M. I1. Kapnuuckuii’

' Kazaxckuii HAMOHATBHBIN TEXHUYECKUIH yausepcureT uM. K. . CarmaeBa, Anmartsl, Kazaxcras;
2 l'ocynapctBennsiii yausepcutet uM. llakapuma ropoma Cemeit, Kazaxcran;
3 TexHHUECKO-TyMaHUTApHAs aKageMus T. Benbcko-Bsia, [Tobima

KiroueBble cj10Ba: BpeMEHHas CIIOXKHOCTh, 00bEMHAsI CII0KHOCTh, MOAYJIIPHOE SKCIOHEHIIUUPOBAHHE, OUHAP-
HBII MeTO/, B-apHBIH METO, METO/] CKOJIB3SILETO OKHA.

Annotanusi. CyIIecTBYIOT pa3iIM4HbIE IapaMeTphl aHalM3a PadOTHl KOMIIBIOTEPHOH CHCTEMBI B IEJIOM, HO
OCHOBHBIM KPHUTEPHEM OLEHKH €€ MOJCHUCTEMBI 3allUThl MH(OpPMALMK SIBISETCS YCTOMYMBOCTH K arakam. Jlyst
obecrnieueHns 0€30TKa3HOM M pe3yIbTaTHBHON pabOTHI ATOH IMOACUCTEMEI, KOTOpasi paboTaeT Mo KPUITOAITOPUTMAM
RSA, HeoOxoauMmo ¥cclieioBaTh OCHOBHBIE NApaMeTPhl aJrOPUTMOB BBIIOJHEHHS MOMIYJSIPHOIO 3KCIOHEHLUPO-
BaHus. TpaguIMOHHO MPUHATO OLCHUBATH CTEIIEHb CIOKHOCTH aJITOPUTMa O 00BEMY HCIOJIB3YEMBIX UM OCHOBHBIX
pecypcoB KOMIIBIOTEpa: IPOLIECCOPHOTO BPEMEHH U OIIEPATHBHOM MaMATH. B cBA3M ¢ 3TUM paccMaTpuBalOTCs TaKue
HOHSATHA, KaK BpEMEHHAas! CIIOXKHOCTb M 00bEMHasl CIIOKHOCTh anroputMa. [IpoBeneHo cpaBHUTENBEHOE HCCIIEIOBAHUE
ornepanuii OMHapHOTO METO/a, B-apHOT0 METOa M METOa CKONB3AIIET0 OKHA MEAYJIIPHOTO SKCIIOHEHIIMPOBAHHUS CO
CUNTHIBAHUEM OMT SKCIIOHEHTOB «CJIEBa HAIIPAaBO» M «CIpaBa HayeBoy». VccieioBaHHbIE B TAHHOW CTAaThe KPUTEPUU
yCTOﬁ‘lMBOCTH K BpEMCHHOMY aHaJIU3Yy, ABJIAIOTCA JOCTATOYHBIMU U HeO6XO[ll/IMbIMl/I Ipy MTOCTPOCHUU COBPEMCHHBIX
KOMIBIOTEPHBIX CHCTEM C paclpe/eleHHeM JOCTyIIa.
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BBenenue. [IpoBemeM WMHTAIlMOHHOE MOJCIMPOBAHUE OCYIIECTBICHUS 3J0YMBIIUICHHHUKOM
BpeMeHHOI aHamu3. [loCKONBKY MTPHHATO CUWTAaTh, YTO 3JIOYMBIIIICHHHK MOXET H3MEPUTh BpeMs
OCYHICCTBIICHUA HH/I(i)pOBaHI/ISI COO6IIIGHI/IH, TO BpEM#A BBIIIOJHCHUA ajiroOpuTMa J1r000T0 METOda MonOy-
JIIPHOTO 3KCIIOHEHIIMPOBAHUS B OOIIEM 3aITUCHIBACTCS C YYETOM BIIMSHUS OMIMOKH M3MEPEHUS BPEMCEHU
muQpPOBaHUS U PACCTOSIHUSA TIEPeIavH.

ITocranoBka 3agauu. [[ns peanuzanuu BpEMEHHOM aTaku KPUITOAHAIUTUK HA HJIEHTUYHOM

KOMIIBIOTEPE IMPOBOJUT AHAJIOTMYHOC PCAIBHOI'0 SKCIIOHCHIUWPOBAHUA W BBIYUCIACT BpPEMSA T;k—l OI/I
T 1_11 (ws xkaxporo Merona «cnesa Hampao») wid 1: oo u 1 g (w1t xaxgoro mMeroga «crpasa
HaJICBOY», COOTBETCTBEHHO) Jy1st dKcmoHeHT 0 1 1 (i - HoMep MpoBeACHHOTO BRIamciieHus) [1, 4].

Metomuxa. [Tocie 3TOro OH MOXKET TOCTPOUTH TAOJHILY Pa3THUNN MEKIY PEaIbHBIM U TOTYYCHHBIM
BpeMeHaMmu (Tabmmna 1) [2].

Tabmuua 1 — Pasmiuns peaqbHOTo U MOTy4YE€HHOTO BPEMEH NPH OCYILECTBICHHH BPEMEHHOTO aHaIN3a

3HavyeHue TeKymero 6uta pasHo 0 3HayeHne TeKyuero 6ura paBHo 1
T = T1e-1,0 N =Tk
Ty =Ty 10 T, -T: 2 k1,1
T3~T3 -1 T3~T341)

B nmaHHO# Tabmuile KOJOHKA, TA€ ©CTh MaJcHbKas pa3Huiia BpeMeHH A7, COOTBETCTBYIOINAS
3HAYCHUKO 6HTa OKCIIOHCHTHI, aHaJII/I3I/IpyeTCH. TO €CThb KpI/IHTOElHaJ'II/ITI/IK MOKET HaﬁTH 3HA4YCHUC n,_, JIA
KQXKJI0T0 METOIa «CIIeBa HAIPABOY WIIK 1| TIPU CUUTHIBAHUU OUTOB «CIpaBa HAJICBOY.

IMonyyast aHaJOTWYHbIC PA3HUIIBI BPEMEHH, 3JOYMBIIUICHHUK MOXET HANTH MOCIeIOBaTENbHOCTh
OUTOB DKCIIOHEHTHI JJIs JIIDOOI0 METO/A.

Pesyabrathl. [lycth jo — HekoTOpoe 3HAueHUE j (MIOPSIKOBBIA HOMEp OWTa B MPEACTABICHUU

0, mu1st axcrmoHeHThI 0
3KCHOHGHTLI) B COOTBCTCTBYIOILICM AJITOPUTME U g = .
1, 1151 SKCITIOHEHTEHI 1
Cnez[yeT OTMCTUTDH, 4YTO §l -]O g > O,Z[J'IH B—apHoro MCTOZa «CJICBA HAIIpaBO», IOCKOJIbKY OH HC
b b
_ 0,g=0
ijo-8 = _
0 >0,g=1

HaJIEBO», Korja /1 = 1.

3aBUCHUT OT /1 ; U

j — BpeMsl OCYIIIECTBIICHNSI YMHOXEHHS B [3-apHOM METOJE «CIpaBa

o]

O603naunm yepe3 binLTR, binRTL — OuHapHBIH METOA MOIYJSPHOTO 3KCIIOHEHIIMPOBAHUS «CIICBa
HaIrpaBo» M «CIIpaBa HaJeBO», cooTBeTcTBeHHO, BLTR - B-apHBIil MeTOA CO CUMTHIBaHHEM OUT «ClieBa
HampaBo», BRTL - B-apbiii Meton «cmpaBa HaineBo», a sSwLTR uswRTL - meTom cKoOdb3sIero oxHa
«cTIeBa HANPaBO» U «CIpaBa HAJIEBO», COOTBETCTBEHHO.

370yMBIIIUIEHHUK MOKET BBIYUCIHTH JUIS OMHApHOTO, B-apHOTO METONOB W METOIA CKOJB3SIIEro
OKHAa COOTBETCTBYIOIINE BpeMeHa [5]:

_ Jo+l
Bijog binlTR =l + i+ 2 (i 50, )% 0y *5ijo ) )
J=K—
_ Jo—1 R 5
Ti, jo.g binRTL =1; +¢; +b; + .ZO(’”i,j +5i,7)+ i, jg +50,jg,g) (2)
J:
_ Jo+l
]}’jO’gﬂLTR = ti +2Ci +(ﬂ—1)Si + ' % l(di’j +Si,j) +(di,j0 +Si,j0,g)’ (3)
J=R—
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jo-1 jo-1

= 4
T jorg p gy =i+ (B+Dei +; +]zo d,]+]_zo (d; j+5; )+ (d; jo +5i o ¢)° )
n; =1 n~:1
Jo+1
. w—1
T g sum =4+, + Q27 +p, s, +(p, +De; +p; g, + Zk:f, + Zk:lclﬁc”og, (5)
J J
nﬁ:O

Jo~1

=t +b, +QR" +24p, ), +(B 2"+ p )s, +p,d A p g+ s+, (6)

A

i,0,g SWRITL

nj:0

A 0TCIOZIa, COOTBETCTBEHHO, Pa3sHHULA H3MepeHHOro 1 BorauciaerHoro spemenn AT =T1; —T;

Kaxxaoro u3 HUCCICAYCMbIX METOAOB MOAYJISIDHOTIO 3KCIIOHCHUOHUPOBAHUA C YUCTOM BPCMCHHU ¢€;, 3aTpa-
YCHHOI'0 Ha IIPOXOXKACHNUE CUTHAJIOM 110 KaHaJly CBA3U:

0
ATipirrr =i+ X (ij +5i;)+ (Sijg = Sijog) M
J=Jjo—1
-1
ATipiarrr, =€+ X (1 +5i)+ (555, = Sijpe) (3
J=Jjo+l
0
ATig o =€i+ 2 (dij +5i;)+ (S50 =Sijog) €))
J=Jo-1
k-1 k-1
ATg . =a+ 2 dij+ X8+ = Sijg) (10)
J=Jo+l J=Jo+l
nj=1
k-1
AY;SWRTL:ei +(p_pj0 )Ci +(p_pj0 )Si +(p_pj0 )di +(p_pj0 )ql' + Zsi,j +(Si,j0 _Si,jo,g). (11)
J=io+
Eciu §i, jo,g  OUPENENEHO  NPABUILHO,  TO §i, Josg =Sijo - Orciofa  clefyer, uTo
0 k-1
Al pinitr =€+ 2 (1 +5, ;). AT pinrTL =€ + 2 (7” S;. j) (u1s  GMHAPHOTrO
J=jo-1 J=jo+l
k-1 k-1
merona), AT iB R = e + z (d +Sl]) u AT;,BRTL e+ 2 dlj+ > Sij (ns
J=Jjo-1 J=Jjo+1 J= J(1)+1
B-apHoro merona).
Js MeTo/a CKOJIB3SIETO OKHa, eciu Ci o =i jog TO

k-1
AT qyrr. =€ +(p— Pj Ysi+e+di+g)+ Y S j (TIpu CYUTHIBAaHWUU OUT «CIIPaBa HAIEBO») U

J =Jjo+l
0
AT swir =€ +(p— Pj, )(s;+¢; +q;)+ z sij+ . Z ¢, («c1eBa HaIpaBo»).
J=Jo-1 J=Jo-1
I’ZJZO

O,Z[HaKO Ha IMPaKTUKE Si,j();g ?‘:Sl’.]() N ciajO * Ci;j();g’ a 39TO 3HA4YUT, YTO MPaBUIBHO
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OIpeaACINTb Si;j(),g I Ci’jo’g OYCHb TPYAHO. Hmenno IO3TOMY HeO6XO,Z[I/IMO OLICHUTDb BECPOATHOCTDH

ycmexa aTakH.
IlpuMeHsis METOABl TEOPUU BEPOATHOCTH [2, 6], cHayama BBIYHCIUM JUCIEPCUI0 CITyYalHOMN

A

nepemennoit 1 — T 0.8

1) g ompeneneHo NpaBUIBHO (TO €CTh MPABUIBHO HaiifieH j ), TOT/Ia AUCHEPCHH ISl KaKIOTO U3

CO CIEIYIOIIMMH YCIOBHUSIMHU:

HCCIIeTyEeMbIX METOIOB [6]:

ATy 1 =)+ o)+ joor (). (12)
(T g, = )+ (k= jo =)+ = o D (s). (13)
o?(AT) ﬂLTRzaz(e)+ oo (d)+ joo(s) . (14)

(AT gy =€)+ (k= jo ~ o> (d)+ 5 k= jo - D (). (15)

GZ(AT)SWLTR =o’(e)+(p- P, N (s)+07 () + 07 (9) + jogz(s) +%j062(6), (16)

o (AT) syrr, =02(€)+(p—p_,o)(GZ(S)+02(C)+02(d)+02(Q))+%(k—jo ~1o(s). (17)

Ecau OpECAIOJIOKUTh, YTO ONepalru BO3BCACHHUA B KBaApaT WU YMHOXCHUS 3KBUBAJICHTHBLI (a B
OOJNBIIMHCTBE MMPUKIIaAHBIX peanmaunﬁ TaK OHO U CCTB), TO €CTb " = §, a4 TAKIKE, UTO BPEMsI, 3aTPAYCHHOC

B

Ha BemonHenue onepamiu Z =z mod m pasno (£ —1)s, 1o:

3.
o (AT)pinr 1 :Uz(€)+§J002(S)a (18)
3 :
o (AT) pinrrs :02(3)"’5(1(—]0 ~Do(s), (19)
> (AT) g, 1o = () + figc (5). (20)
. 1
> (AT) grpy = (k= jo =B =)o (s)- @D
2) g omnpeieNIeHO HEMPABUIIHHO, TOT]a BO3MOXKHBI JIBA CITyJas:
§ ijo.g * 0
a) (st GmHAPHOTO W B-apHOTO METOJIOB)
Si,jo #0
Ci,jo #0
WIH \ (s MeTo/Ma CKOJIB3AIIETO OKHA),
Ci,jo.g 0
toraa [105]:
3
> (AT pinr 1 :o'z(e)+(§j0 +2j0'2(s)’ (22)
3 .
o> (A pingr =az(e>+[5<k—10 —1>+2jaz(s)= @3)
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X (AT) g, o = (B+D g +2)57(s) (24)

62 (AT) gy = 52 (€)+ (K — jo ~ (B - %) +2)52(s). (25)
S AT) gy 1 =07 () +(p = p, 02 6) + 02 + 2@ + oo™ (5) (5 o +2)0°(0) 20

(AT gy, =0 (@) + (P = p, N (s) + 0 () + 0 (d) + 07 (q) + (%(k —Jjo =D +2)0’().27)

Sisjo 7 0

0) 8, Jjo.g = 0 (mst OMHAPHOTO METOJ1a U J-apHOTO METO/Ia «CIPaBa HAJICBOY)
=0

0

i, jo.&

Sijo =
€,jo =0

wia | |G, jo.e * 0 (ans Merona cromp3siero okua). OTCIONA:

Ci,jo * 0
6ijpe =0
o (ATpinL1r = 07 () + @jo + 1jaz(s), @8)
(AT pinr7r = 0> (€)+ @ (k—jo—D+ 1)02(3)’ (29)
P (AT) g =€) + (B =)k~ jo =1+ Do (s), 30)

o> (AT gy, =0 (@) + (P~ p,, )(0-2(5)"'52(0)+O-2(d)+o-2(Q))+(%(k_jo ~D+D)o’ (s). 31)

2
Jiucnepcus O~ (AT) Moxer ObTH HCTONB30BAHA B KAYECTBE KPHUTEPHS TPABHILHOCTH

TIPEAIIOI0KEHUST OUT DKCITOHEHTHI, TaK CTOJOeN TaOIuIbl 2.4 pa3HUIIEI BpEMEHU C MPaBUIBLHBIM IIPE-

2 2 2
TIOTIOKEHNEM HMeeT pa3dpoc Ha 20 (S) Ui -apHOTO METOAA «clieBa HampaBo», O (S) u 20 (S)
2
JUT GUHAPHOTO METOJa M B-apHOTO METOJIa «CTpaBa HaleBo», G (C ) Ms MeToda CKOMb3AIIEro OKHa

2
«CJICBA HAIlpaBO» W HaA 26 (C) AJIL METOAa CKOJIB3AIICTO OKHA «CIIpaBa HAJICBO» HUWIKE, YE€M JPYruc

cTonOuku 3HaueHWil. TO €cTh, YPOBEHb MOTPEIIHOCTH W3MEPEHHUS BPEMECHH BBITIOJHCHUS ajiropuTMa
MOJYJIIPHOTO AKCIIOHEHITMPOBAHUSI 3aBIUCHT OT KOJIMYecTBa M3MepeHuid. [103ToMy HE0OX0IuMO OLIEHUTh
PUCK YTEUKH CEKpPEeTHOW HWH(OpMannu BO BpeMs IMPOBEICHHS BPEMEHHOTO aHalIW3a PAaCcCMOTPEHHBIX
METOJ0B MOAYJISIPHOTO SKCIIOHEHIIUPOBAHMUSI.

O6cy:aenne. B 3aBHCHMOCTH PHCKa YTEUKH CEKPETHOH WHGMOpMAIMU OT Jo s GHHAPHOTO,

B-apHOrO METOZOB M METOAa CKOJB3SIIETO OKHA, TJA€ KOJUYECTBO OKCIEepUMEHTOB paBHO 100 wu
dKCIoOHeHTa uMeeT muHy 1024 O6uT, moka3aHbI Ha pUCYHKE 2 B PUCYHKE 2, COOTBETCTBEHHO [7].

U3 pucynkoB 1 u 2 cienyer, 4TO PUCK YTEUKH CEKPETHOH MH(MOpMaluy HAWUMEHBIIWHA B CIIydae
NPUMEHEHUs] B aCHMMETPUYHOW KpunTocucTteme Tuma RSA B-apHoro meroma «cieBa HampaBo» HIH
METOJIa CKOJIB3AIIETO OKHA «CJIeBa HAIIPABOY.
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PI/ICyHOK 2 — 3aBHCUMOCTD PpUCKa YTCUKU CereTHOﬁ I/IH(bOpMaIII/II/I oT jO B ClIy4a€ CHATBIBAHUSL OHMTOB YKCIOHECHTBI «CIpaBa HAJIICBO»

3akimoyenne. Takum o00pa3om, A yMEHBLICHHS PHCKA YTEUKH CEKPETHOH WHGOpPMAaLuH NpU
OCYIIIECTBICHUH BPEMEHHOTO aHAIHN3a MOXKHO MPEATIOKUTH CIENYIOIINE Ty TH:

1) yBenuueHne OMMOKH M3MEPEHUsI ITyTeM BHECCHHUS CIyYalHBIX BBIYUCICHHUH, YTOOBI YMEHBIIUTD
BO3MOXKHOCTb IIPAaBHJILHOTO ONpPEAEICHUSI OUT CEKPETHOTO KIII0Ya;

2) yMEHbLIEHHE KOJIMYECTBa COOOLICHUH, 3amu(poOBaHHBIX OJHUM KIIOYOM, IJIS YMEHBIICHUS
BEPOSITHOCTH PUCKA YTEUKH CEKPETHON MH(MOpMAIIUH.

UccnenoBanHble B JaHHOH CTaTbe KPUTEPHH YCTOHYMBOCTH K BPEMEHHOMY aHaJi3y SIBIAIOTCS JO-
CTaTOYHBIMH M HEOOXOOMMBIMU IIPHU MOCTPOCHHU COBPEMEHHBIX KOMIIBIOTEPHBIX CHCTEM C pacrpene-
JICHWEM JOCTYTIA.
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BIKTUMAJIABIK ’)KAKBIHIAYJIAP HEI'IBIHAE MOAYJIAPJIBI QKCIIOHEHIIUPJIEY
OICTEPIHIH TYPAKTBIJIBIK BAFACBHI

A.K.IllaiixanoBa', A.JI. 3oa0T08’, E.M. Myxameros %, MLII. Kapnuuckuii®

'K. 1. Cor6aeB ateiamarsl Kasak yITTEIK TEXHHKAIBIK yHuBepcuteTi, Anmarsl, Ka3akcran;
2 [okopim aThiHIAFBI MEMIICKETTIK yHUBepcuTeT, Cemeit, Kasakcran;
3 Benbcko-bsia KanachiHbIH TexHuKo-ryMaHuTapJblK akageMmuscsl, [lonbia

Tipek ce3aep: yakbIT KypAEIUIiri, Keiemai KypAesuIiri, MOAyJIsipibl 3KCIIOHEHIUPIIEY, ChIHAPJIBI dAiC, [3-JIbI
9J1iC,CHIPFBIMAIIBI TEPE3E JICI.

AnHoTanus. JKanms! anFanaa, KOMIBIOTEPIIIK JKyHenep >KYMBICHIHBIH SpTYpJli aHAJIU3 rapameTpiepi 6omampl,
Oipaxk OHBIH aKMapaThIHBIH KayiNCi3mik jxyHeciHiH Oaranay KpUTEpHiliHIH HETi3rici — madybuigapra TYPaKThUIBIFBI
6oxprn TabbuIanel. RSA kpunroanropuTMIapbl apKBUTEI )KYMBIC ICTEHTIH MBIHA KYHEHIH HOTHKEI KYMBICHIH JKOHE
TOKTaMayblH KaAMTaMachl3 €Ty YIIiH, MOAYJISIPABI SKCIIOHSHITUPIICYAIH HEi3rl aJrOpuTM IapaMeTpiepiH KapacThIpy
KaxeT. [Iporeccopibl yakbITTBI KOHE JKelleN Kaabl CHAKTBHI KOMIIBIOTEPIIK PeCcCypCTapbIHBIH KOJIAAHATHIH KeseMi
OolibIHINIA aNTOPUTMHIH KYPIENIUTIK JeHreliH noctypii Oaranay kaObuiganraH. OCbIFaH Opai, aJrOPUTMHIH YaKbIT
KYPIENiIiri MeH KeJIeMIIK KYPICTUIK AereH YrbIMAap KapacThIpbUIFaH. «CoOJIaH OHFa» JKOHE «OHHAH COJIFa»
OMTIKCIIOHEHTa ece0iIMEeH MOIYJISIP.Ibl SKCIIOHEHIMPIIEYAIH ChIPFBIMAIIBI TEpe3e 9JIiCi )KoHEe OMHAPIIBI SAICIHIH, -JIbI
OMICIHIH CaJIBICTBIPY 3epTTeyJiepi KenTipiireH. bepuireH Makanaga 3epTTENINCH YaKbIT aHAIM3HUHE OailIaHBICTHI
TYPaKTBUIBIK KPUTEPHUHi 3aMaHayd KOMIIBIOTEPIIK >KYHEJIep/iH KYpacThIPbUIYbl JKETKUIIKTI JKOHE KaKeT OOJIBII
TaObLUIAIBL.

Tlocmynuna 20.03.2015 a.

—— 204 ——



Becmuux Hayuonanvrot akademuu nayk Pecnybnuku Kazaxcman

Publication Ethics and Publication Malpractice
in the journals of the National Academy of Sciences of the Republic of Kazakhstan

For information on Ethics in publishing and Ethical guidelines for journal publication
see http://www.elsevier.com/publishingethics and http://www.elsevier.com/journal-authors/ethics.

Submission of an article to the National Academy of Sciences of the Republic of Kazakhstan implies
that the described work has not been published previously (except in the form of an abstract or as part of a
published lecture or academic thesis or as an electronic preprint,
see http://www.elsevier.com/postingpolicy), that it is not under consideration for publication
elsewhere, that its publication is approved by all authors and tacitly or explicitly by the responsible
authorities where the work was carried out, and that, if accepted, it will not be published elsewhere in the
same form, in English or in any other language, including electronically without the written consent of the
copyright-holder. In particular, translations into English of papers already published in another language
are not accepted.

No other forms of scientific misconduct are allowed, such as plagiarism, falsification, fraudulent data,
incorrect interpretation of other works, incorrect citations, etc. The National Academy of Sciences of the
Republic of Kazakhstan follows the Code of Conduct of the Committee on Publication Ethics (COPE),
and follows the COPE Flowcharts for Resolving Cases of Suspected Misconduct
(http://publicationethics.org/files/u2/New_Code.pdf). To verify originality, your article may be
checked by the Cross Check originality detection service http://www.elsevier.com/editors/plagdetect.

The authors are obliged to participate in peer review process and be ready to provide corrections,
clarifications, retractions and apologies when needed. All authors of a paper should have significantly
contributed to the research.

The reviewers should provide objective judgments and should point out relevant published works
which are not yet cited. Reviewed articles should be treated confidentially. The reviewers will be chosen
in such a way that there is no conflict of interests with respect to the research, the authors and/or the
research funders.

The editors have complete responsibility and authority to reject or accept a paper, and they will only
accept a paper when reasonably certain. They will preserve anonymity of reviewers and promote
publication of corrections, clarifications, retractions and apologies when needed. The acceptance of a
paper automatically implies the copyright transfer to the National Academy of Sciences of the Republic of
Kazakhstan.

The Editorial Board of the National Academy of Sciences of the Republic of Kazakhstan will monitor
and safeguard publishing ethics.

[IpaBumna opopmiieHHs cTaThH IS My OJIMKALIUK B )KypHaJIe CMOTPETh Ha CalTe:
www:nauka-nanrk.kz

bulletin-science.kz

Penakropst M. C. Axmemosa, /]. C. Anenos, T. A. Anenoues
Bepctka Ha xommbroTepe /. H. Kankabekosoii

ITopmucano B meuats 14.04.2015.
dopmat 60x881/8. bymara odcetnas. [leuats — pusorpad.
18,9 m.n. Tupax 2000. 3axa3 2.

Hayuonanvnas akademus nayk PK
050010, Anmamut, ya. Llesuenxo, 28, m. 272-13-18, 272-13-19



