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NAS RK is pleased to announce that Bulletin of NAS RK scientific journal has been 

accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science. 
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science 
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation 
Index. The quality and depth of content Web of Science offers to researchers, authors, 
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin 
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential multidiscipline content to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабаршысы" ғылыми журна-

лының Web of Science-тің жаңаланған нұсқасы Emerging Sources Citation Index-те индекстелуге 
қабылданғанын хабарлайды. Бұл индекстелу барысында Clarivate Analytics компаниясы журналды 
одан əрі the Science Citation Index Expanded, the Social Sciences Citation Index жəне the Arts & 
Humanities Citation Index-ке қабылдау мəселесін қарастыруда. Web of Science зерттеушілер, 
авторлар, баспашылар мен мекемелерге контент тереңдігі мен сапасын ұсынады. ҚР ҰҒА 
Хабаршысының Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне 
беделді мультидисциплинарлы контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Вестник НАН РК» был принят для индексирования 

в Emerging Sources Citation Index, обновленной версии Web of Science. Содержание в этом индек-
сировании находится в стадии рассмотрения компанией Clarivate Analytics для дальнейшего 
принятия журнала в the Science Citation Index Expanded, the Social Sciences Citation Index и the Arts 
& Humanities Citation Index. Web of Science предлагает качество и глубину контента для 
исследователей, авторов, издателей и учреждений. Включение Вестника НАН РК в Emerging 
Sources Citation Index демонстрирует нашу приверженность к наиболее актуальному и 
влиятельному мультидисциплинарному контенту для нашего сообщества. 
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HIGH SPEED DEVICE FOR MODULAR REDUCTION 
 

Abstract. It points to the advantages of hardware implementation of encryption. Hardware implementation of 
cryptosystems allows to increase their speed. But the low-speed of asymmetric cryptosystems, in comparison with 
symmetric cryptosystems, even with hardware implementation limits their application. The most used asymmetric 
crypto algorithm is the RSA encryption algorithm. Modular reduction is a time-critical operation that slows down the 
implementation of the RSA algorithm. The structure of a fast modular reduction device is proposed, in which a 
modified division method with a shift of the remainders by two bit positions to the left is used. This allows to speed 
up the receipt of the remainder twice. 

Keywords: hardware encryption, asymmetric cryptoalgorithms, modular reduction. 
 
Introduction. Cryptographic methods of information protection are indispensable in the transfer of 

confidential information through communication channels, establishing the authenticity of transmitted 
messages, storing information on storage media. Hardware implementation of cryptographic algorithms 
allows you to perform data encryption much faster and safer than software implementation. The 
development of modern microelectronics allows you to place the cryptoprocessor on a single chip [1-3]. 

Specialized hardware devices of cryptographic protection are not only more reliable and productive in 
comparison with software encryption. The list of advantages of hardware encoders that realize both 
symmetric and asymmetric crypto algorithms is much wider [4]. 

In practical implementation, the problem of high-speed symmetric cryptosystems (systems with a 
secret key) is the problem of key distribution. To solve this problem, asymmetric cryptosystems (two-key 
systems with a public key) were proposed. Asymmetric cryptosystems, in comparison with symmetric 
cryptosystems, have a lower speed, but there is no problem of transferring and confirming the authenticity 
of secret keys. Cryptography with public keys is better corresponds for key management and for protocols. 

Algorithm of RSA encryption. From asymmetric cryptoalgorithms, the RSA encryption algorithm 
(Rivest, Shamir and Adleman, 1978), which is based on an irreversible transformation (decomposition of 
large numbers into prime factors), is most widely used in practice. RSA is part of ISO 9796, it is used as a 
public key encryption standard in the banking sector of France and Austria. Currently, the RSA algorithm 
is used in many protocols and programs, including: 

– the S/MIME (Secure/Multipurpose Internet Mail Extensions) application layer protocol for 
encrypting and signing in e-mail using a public key; 

– the SSH application layer protocol, in which the algorithms for the digital signature of RSA (DSA) 
is used for server authentication; 

– the TLS (Transport Layer Security) presentation layer protocol and its predecessor SSL (Secure 
Sockets Layer), which are the basis of HTTPS (Hyper Text Transfer Protocol Secure); 

– a set of IPSec (IP Security) network layer protocols, including authentication, integrity check and 
encryption of IP packets; 
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Results. The presented device allows to accelerate the calculation by reducing the 2n-bit number A 
modulo P by two times. The number of cycles necessary to reducing any number A modulo P is defined as 
K = n/2, where n is bits of the module P. For this device, a certificate of authorship has been obtained [14]. 

Conclusion. When processing a large amount of data on the same algorithm, the most productive are 
the pipeline structures. When encrypting data, the modular reduction operation is performed for a large 
amount of different numbers. Therefore, to increase the speed, it is advisable to use pipeline structures. 
When pipelining, the whole process is divided into a sequence of completed steps. Each of the stages of 
the division procedure is computed at its stage pipeline, with all stages running in parallel. 

On the base of the modification of the above device, it is possible to construct a pipelined device for 
formation of the remainders by arbitrary module P of the number A. 

 
REFERENCES 

 
[1] Dhir Amit (2000) Data Encryption using DES/Triple-DES Functionality от Spartan-II FPGAs. [XILINX] 

[https://www.slideshare.net/bekicotngamuk/data-encryption-standard-40727964] (In Eng.). 
[2] Rodionov A.Y. (2014) Efficient Hardware Implementation of the GOST R 34.10-2001, GOST R 34.10-2012 by FPGA 

[O sozdanii effektivnoy apparatnoy realizacii GOST R3410-2001, GOST R 34.10-2012 na osnove PLIS] [RusKripto 2014] 
[http://docplayer.ru/45820534-O-sozdanii-effektivnoy-apparatnoy-realizacii-gost-r-gost-r-na-osnove-plis-rodionov-a-yu-
ruskripto-2014.html] (In Rus.). 

[3] Qasem Abu Al-Haija, Mahmoud Smadi, Monther Al-Ja'fari and Abdullah Al-Shua'ibi. (2014) Efficient FPGA 
Implementation of RSA Coprocessor Using Scalable Modules. Procedia Computer Science 34 (2014), P. 647-654. DOI: 
10.1016/j.procs.2014.07.092 (In Eng.). 

[4] Aitkhozhayeva E.Zh., Tynymbayev S.T. (2014) Aspects of hardware reduction modulo in asymmetric cryptography 
[Aspektyi apparatnogo privedeniya po modulyu v asimmetrichnoy kriptografii] [Bulletin of National Academy of Sciences of the 
Republic of Kazakhstan] 5 (2014): 88-93. ISSN 1991-349421. DOI 10.32014/2018.2518-1467 (In Rus.). 

[5] Kovtun M., Kovtun V. (2017) Review and classification of algorithms for dividing and modulating large integers for 
cryptographic applications [Obzor i klassifikaciya algoritmov deleniya i privedeniya po modulyu bolshih celyh chisel dlya 
kriptograficheskih prilozheniy] [Kompaniya Sayfer] [http://docplayer.ru/30671408-Obzor-i-klassifikaciya-algoritmov- deleniya-i-
privedeniya-po-modulyu-bolshih-celyh-chisel-dlya-kriptograficheskih-prilozheniy. html] (In Rus.). 

[6] Pisek E., Henige T.M. (2013) Method and apparatus for efficient modulo multiplication. Patent US No.8417756 B2 (In 
Eng.) 

[7] Skryabin I., Sahin Y.H. (2013) Support operations for encryption algorithms with public key and their implementation in 
the microprocessor "Elbrus" [Operatsii podderzhki algoritmov shifrovaniya s otkryityim klyuchom i ih realizatsiya v mikroprot-
sessore «Elbrus»] [http://www.myshared.ru/slide/213088] (In Rus.). 

[8] Hars L. (2004) Long Modular Multiplication for Cryptographic Applications. In: Joye M., Quisquater JJ. (eds) Crypto-
graphic Hardware and Embedded Systems - CHES 2004. CHES 2004. Lecture Notes in Computer Science, vol. 3156. Springer, 
Berlin, Heidelberg. DOI: 10.1007/978-3-540-28632-5_4 (In Eng.) 

[9] Yu H., Bai G., Hao H. (2015) Efficient Modular Reduction Algorithm Without Correction Phase. In: Wang J., Yap C. 
(eds) Frontiers in Algorithmics. FAW 2015. Lecture Notes in Computer Science, vol 9130. Springer, Cham. DOI 10.1007/978-3-
319-19647-3_28 (In Eng.). 

[10] Pankratova I.A. (2009) Number-theoretical methods of cryptography: tutorial [Teoretiko-chislovye metody kriptografii: 
Uchebnoe posobie] [Tomsk State University] Tomsk. 120 p. (In Rus.). 

[11] Petrenko V.I., Kuz'minov J.V. (2007) Modulus multiplexer [Umnojitel' po modulu]. Patent of the Russian Federation. 
No. 2299461 (In Rus.) 

[12] Kopytov V.V., Petrenko V.I., Sidorchuk A.V. (2011) Device for generating remainder from arbitrary modulus of 
number [Ustroystvo dlya formirovaniya ostatka po proizvol’nomu modulu ot chisla]. Patent of the Russian Federaton. No. 
2445730 (In Rus.). 

[13] Aitkhozhayeva E.Zh., Tynymbayev S.T. (2016) The remainder generator by an arbitrary modulus of the number 
[Formirovatel ostatka po proizvolnomu modulyu ot chisla]. Patent of the RK. No. 30983 (In Rus.). 

[14] Tynymbayev S.T., Aitkhozhayeva E.Zh., Adilbekyzy S. (2018) High speed device for modular reduction [Ustrojstvo 
bystrogo privedeniya chisel po modulyu]. Certificate of state registration of rights to the object of copyright of the MOJ of the RK 
[Svidetel'stvo MYU RK o gosudarstvennoj registracii prav na ob"ekt avtorskogo prava] No. 1422 (IS 2562) (In Rus.). 

 
 

 
 



Вестник Национальной академии наук Республики Казахстан 
  

   
152  

 
С. Т. Тынымбаев1, Е. Ж. Айтхожаева2, С. Əділбекқызы3 
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ЖЫЛДАМДЫҒЫ ЖОҒАРЫ МОДУЛЬГЕ КЕЛТІРУ ҚҰРЫЛҒЫСЫ 

 
Аннотация. Криптожүйелерді аппартты жолмен іске асыру олардың жылдамдығын арттыруға мүм-

кіндік береді. Алайда асиммериялық криптоалгортмдердің төмен жылдамдығы олардың қолданылуын шек-
тейді. Көп қолданысқа ие асимметриялық криптоалгоритм RSA шифрлау алгоритмі болып табылады. 
Модульге келтіру операциялар ішіндегі RSA алгортмін іске асыруды баяулататын уақыт бойынша ең қиыны 
болып табылады. Қалдықты екі разрядқа солға жылжытатын бөлу əдісінің түрөзгерсі қолданылатын 
жылдамдығы жоғары модульге келтіру құрылғысының құрылмы ұсынылады. Бұл қалдық алуды екі есеге 
жылдамдатуға мүмкіндік береді.  

Түйін сөздер: аппаратты шифрлау, асимметриялық криптоалгоритмдер, модульге келтіру. 
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БЫСТРОДЕЙСТВУЮЩЕЕ УСТРОЙСТВО ДЛЯ ПРИВЕДЕНИЯ ЧИСЕЛ ПО МОДУЛЮ 
 
Аннотация. Аппаратная реализация криптосистем позволяет повысить их быстродействие. Но низкое 

быстродействием ассиметричных криптосистем ограничивает их применение. Самым используемым асим-
метричным криптоалгоритмом является алгоритм шифрования RSA. Приведение по модулю является кри-
тичной по времени операцией, замедляющей реализацию алгоритма RSA. Предлагается структура устрой-
ства быстрого приведения по модулю, в котором используется модифицированный метод деления со сдви-
гом остатков на два разряда влево. Это позволяет ускорить получение остатка в два раза. 

Ключевые слова: аппаратное шифрование, асимметричные криптоалгоритмы, приведение по модулю. 
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