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REVIEW AND ANALYSIS OF PREVIOUS RESEARCHES
IN THE SPHERE OF ENSURING THE PROTECTION
OF INFORMATION AND EDUCATIONAL ENVIRONMENT
OF UNIVERSITIES

Abstract. The paper reviewed and analyzed previous researches in the field of protection of the information
and educational environment of universities (IEEU). It is shown that the priority development of digital education
systems in many industrialized countries of the world requires appropriate technical and methodological support of
specialists not only in the field of pedagogical activity, but also in information technology, taking into account the
problems of cyber security and information protection. It is shown that the protected data that is stored and circulate
in the information and communication systems of universities, in particular, include: personal data of students,
teachers, researchers, support staff; digitized information representing the intellectual property of an educational
institution; information arrays that provide educational process (for example, multimedia content, databases,
tutorials); others. It is substantiated that these information resources can act as an object of theft or distortion from
external (internal) computer intruders or from hooligan motives, from the side of students or employees.

It is substantiated that the trend towards globalization of access to information resources, formed in many
countries, makes relevant the task of implementation the latest digital and information and communication tech-
nologies in all areas of activity of a modern university. The relevance of research in the direction of development of
the models for decision support systems for finding investment control strategies for various ratios of the parameters
of the investment process in the cyber security systems of educational institutions is also proved. There is shown the
necessity of computer support for solving problems of finding investment control strategies in the cyber security stra-
tegies of educational institutions. There is described the necessity of developing a conceptual model of the adaptive
control of cyber security of an informatization object on the example of IEEU.

Key words: cybersecurity, information and communication environment, educational institution, game theory,
decision-making support, a choice of financial strategy.

1.1. Prerequisites for the formation of a safe information and education a lenvironment of a
modern university. The priority of digital education systems development in many industrialized count-
ries of the world required appropriate technical and methodological support of specialists not only in the
field of educational activities, but also in the field of IT. Therefore, the trend towards globalization of
access to information resources, formed in many countries, makes relevant the task of implementation the
latest digital and information and communication technologies in all areas of activity of a modern
university [1, 2].

At the end of the last century, but especially active at the beginning of 21* century, there was used the
term “information and educational environment of the university” [1]. This concept in many scientific
publications [3,4] is interpreted as: "A set of computer tools and methods of their functioning, which are
used in order to implement learning activities" [2, 5]. Many aspects of the creation of the IEEU have
already been studied in detail in the works of such authors as Mikhnev IP [6], Conklin A.[10], Gordon LA.
[15] and others. In Kazakhstan, similar researches were carried out by Bidaybekov EY.[19], Nurgaliyeva
KK. [20], Shafeev DE[2], Tleuberdiyeva G. [17], Kubieva TSh. [14] and others. However, beyond the
framework of most existing researches on the development of IEE of the universities, there are aspects
related to the tasks of ensuring the information protection and cybersecurity of information and
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communication systems of the universities from any kind of destructive interference by computer
intruders.

The globalization of education brought the questions about the use of information technologies and
systems (ITS) in universities to the first place. However, the attention was not always paid to the parallel
consideration of the tasks of ensuring information and cybersecurity (hereinafter, respectively, IS and CS)
of both staff and students.

IT specialists have repeatedly noted [1,3,6] that in the tasks of IS and CS support the resource provi-
sion and protective mechanisms management of the universities (equally to other educational institutions
(EI)) requires solving a number of problems:

1) the need to eliminate the lack of equipment with technical means of information protection
(TMIP);

2) the lack of specialized training of personnel responsible for IS and CS of the university;

3) optimization in the tasks of the targeted funding distribution for IS and CS of the university;

4) and another.

Modern educational institutions unite beyond their walls a large number of highly qualified teachers,
staff of research departments, students, as well as support staff.

However, constantly accumulating a variety of information, both of educational and methodological
direction, as well as other data, for example, which connected with the EI, personal data of employees and
students, IT specialists of universities faced to additional problems [7]. First of all, we should note the lack
of a clear procedure in the accumulation process and in practical application of disparate and diversely
formatted information resources. However, these resources often do not undergo an audit procedure
regarding their IS and CS. Many of the software products installed in the university’s information and
educational environment (IEEU) are not related to each other, are often obtained from unreliable or
compromised sources, therefore, they may pose a potential danger to IEEU.

To the protected data, stored and circulated in the information and communication systems of
universities (ICSU), there can be attributed [2, 4, 7]:

- personal data of students, teachers, researchers, support staff;

- digitized information representing the intellectual property of the educational institution;

- information arrays that provide the learning process (for example, multimedia content, databases,
training programs);

- others.

This information can act as an object of theft or distortion from external (internal) computer intruders
(CD) or from hooligan motives, from students or employees.

During the dissertation research, there was performed an analysis based on the results of an audit of
IS and CS of international companies dealing with relevant issues for state organizations, including uni-
versities and other large educational institutions (EI). First of all, they are EU, the USA and Canada [7, 8].
As the results of such studies [4,8] showed, as well as the data cited in [9,10], and not taking into account
specific targeted attacks aimed at buffer overflow and violation of cryptographic protocols [11], a signi-
ficant amount of violations is associated with unauthorized data changes in IEEU (> 12%), with bypassing
the restrictions policy on IS in IEEU (> 15%), with insufficient protection of the authentication procedure,
etc., see figures 1.1 and 1.2.

Different according to the source data [8,11] can be the targets, objects and subjects of cyber attacks
on IEEU, see table 1.1.

Also, in there were noted threats for ICEI, associated with the rapid evolution of viral software, which
poses a serious danger for many components of IEEU. Note that modern viruses are designed not only for
Windows OS, but can also be dangerous for other systems in the IEEU structure, for example, for HDI
and sensory subsystems (figure 1.3).

Modern computer networks of universities are usually associated with corporate information systems
(CIS), and also have unlimited access to public networks. This increases the efficiency of the educational
process implementation, but in parallel creates additional vulnerabilities, for IEEU, as well as for compu-
terized OS control systems (for example, accounting systems for employees and students, accounting for
material values, etc.). At the same time, such cyberattacks are quite realizable through the elements of
interconnecting of IEEU with the local networks of student and teaching campuses, as well as with global
networks, see figure 1.4.
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Figure 1.1 — Distribution of ICS vulnerabilities of public organizations
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Figure 1.2 — Attacks on ICS of public institutions
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Table 1.1 — Aims, objects and subjects of attacks on IEEU

Types of cyberattacks

Cyber fraud - the
“sale” of fake
electronic
documents, and etc.

Cyber sabotage - a decrease

in productivity, including at the
expense of the IEEU resources,
in particular, till a complete stop
of the educational process.

Cyber espionage -
unauthorized transmission
using hidden (undeclared) data
communication channels, IP
programs, etc.)

Cyber audit - development of
cyber attack scenarios, hacker
and "friendly" cyber attacks,
search for vulnerabilities in
the IEEU.

Objects of cyberattacks

InformationSystemsof EI Own or ordered software of EI EI databases Local network components

The objects of cyber attacks on IEEU are: IS of EI, distance education systems, database servers, data of students, staff,
support staff, etc.

Attacking side

Novice hackers, professional hackers, competitors, insiders, organized crime groups, etc.
At the same time, the level of technical equipment and competence of the attacking side can be quite high.

Virus attacks. Penetration methods in IEEU

Illfel'll:f External
connection contractors
8%

USB ports
Remote network 8%
access to EI

25%

0

. Sensor devices
Figure 1.3 — in IEEU
Virus attacks 8%
on ICS of publicin stitutions "
(penetration methods) i
Wifi
5%
Corporate 0
networks of EI
s Mobile

devices 4%

Attacks on network systems and on information systems of universities
and other educational institutions

Directly through
Through corporate the internet
WAN and 17%
commercial network
(including
Figure 1.4 — infected laptops)
49%

Sources and channels

for the development Through VPN
of attacks on IEEU and 7%
on the control systems
of educational institutions
Wireless connection
3% —
) Through telephone
Telco networl Allowed partner sites rodeni
7% 10% 7%

— 157T——



Bulletin the National academy of sciences of the Republic of Kazakhstan

Analysts of various companies that deal with IS and CS issues, including for government organiza-
tions (including major EU and US universities), on the basis of long-term cyber incident statistics, cite
such data on the distribution of ICS vulnerabilities. Web-applications account >40% of vulnerabilities,
about 23% for server software, > 25% for client software and about 11% for operating systems [12], see
figure 1.5.

Similar data are cited by other sources. According to [93, 95, 96] approximately 40% of all detected
in 2010-2018 vulnerabilities of ICEI were accounted for Web-applications.

For several years, analysts in the field of IS and CS have fixed a trend indicating a steady increase of
the amount of cyber incidents and cyberattacks in IEEU, figure 1.6.

10,94%

40,38%

2547%

* Web-applications (40,38%)
« Client software (25,47%)
* Server software (23,21%)

- |Operating systems (10,94%)

23.21%

Figure 1.5 — Distribution of vulnerabilities by the type of application in IEEU
(For the period 2010-2018)

2007 2009 2011 2013 2015 2017

—+— unauthorized user access to the IEEU network
== viruses

~—wattack on wireless components of IEEU

—&— penetration into the system of IEEU

~&- sabotage or incompetence of IEEUstaff

Figure 1.6 — Cyberthreats dynamics for ICS of EI
[According to 7, 11, 18]
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This, in particular, can be explained by the increase of the amount of local networks of universities
and other EI that are connected to public networks [12, 13].

In publications devoted to the problem of evaluating the security of IEEU [10, 12] it is noted that in
addition to the technical tasks on protection of the information circulating in ICSU, it is necessary to
analyze periodically information risks and to monitor the effectiveness of the implemented measures
aimed at ensuring IS and CS of the university. These procedures allow to consider:

- the variability of requirements in the tasks of information protection (for example, from content
protection to protection of personal information of employees and students);

- the potential possibility for the emergence of new cyberthreats and vulnerabilities in ICSU;

- the decrease of the effectiveness of already implemented measures for information protection over
time;

- the decrease of the reliability of information processing in IEEU by physical obsolescence of the
equipment and software.

An active implementation and widespread use in universities and other educational institutions of
wireless networks, including sensor networks and technologies [13, 14], has created new vulnerabilities
for the cyberattacks class - denial of service.

In addition, as was shown in [10, 14], the sensor nodes are often least protected from unauthorized
access (UAA). At the same time, their resources and service life depend on the power supply, the amount
of on-off cycles, which in turn may become a target for hackers. Therefore, an attacker can use such
restrictions in order to obtain full control over the IEEU sensor node, for example, over the terminal
through which tuition fee is paid or for other services provided at the university (payment for a hostel,
Internet services, a gym or other). Sensor nodes are also can be easily compromised, in particular, by DoS-
attacks.

During the development and modernization of CICS, there are implemented modules and compo-
nents of third-party suppliers in them, in particular, sub-components can be responsible for IS of CICS.
But, during such modernization the procedure of preliminary testing of their cyber-security is not
performed, such components may be vulnerable to potential attacks.

We also note the data of the researches [9, 15], in which there were considered the problems of
reducing the complexity of successful cyberattacks aimed at ICS of state structures. In particular, it is
noted that the complexity level of successful attacks has decreased from a maximum value of more than
87% in 2004, to 46% in 2018, see figure 1.7.

not
| complicated

medium

complicated

Bcomplicated O medinm B not complicated

2007 2009 2011 2013 2018 2017

Figure 1.7 — Requirements growth dynamics for the level of cyberattacks complexity
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However, for the same period of time, the amount of vulnerabilities of medium complexity in ICS has
increased from 5% to 44%. Attacks on complicated vulnerabilities in ICS remain approximately at the
same level for the last decade and do not exceed 3-4 4% [12].

Details in carrying out such an analysis in comparison with past results will ultimately determine the
allowable risk levels for IS and CS of IEEU [15].

The approaches to solving the above problems [15,16], described in many literary sources, at one
time allowed to make significant progress in solving them for commercial enterprises and organizations.
However, EI with their specific of access organization to information resources cause a slightly different
specifics of the organizational and technical control of IS and CS.

It should be noted that many EI (schools, colleges, universities, student campuses, libraries, etc.) still
retain their traditional approach to solving problems of financing of means and information protection
systems (IP) and cybersecurity (CS) [1, 2]. Most of the funding strategies to the CS systems involve only
the allocation of funds for anti-virus programs and for relatively uncomplicated network protection tools
[2, 3]. This is a very simple financial strategy for cyber protection of EI. Even experienced administrators
of information and cyber security services are not always ready for the worst case scenario during cyber-
attacks on computer systems and EI networks [2, 3]. The information protection side needs to shift its
attention to changing traditional approaches on CS means (CSM) financing. For example, at the stage of
choosing the financial component of CS strategy investment the change to the policy, which involves the
detection and blocking of potential hacks of computer systems and networks of ICTS of EI [4].

In works [15, 17] there is noted that today international investment projects in the field of education
and, in particular, in the field of digital information and educational platforms, have become common
practice of international cooperation. In our opinion, such investment projects must necessarily involve a
deep analysis of the financial strategies for ensuring the cybersecurity of EI and their joint information and
educational environment. As many specialists of information protection (IP) note, CSM of educational
institutions, in particular, large international, public and private universities should not only ensure the
safety of information files and data, including confidential, but also guarantee the impossibility of external
unauthorized penetration into IEE of EI [1-3]. The constant increase of the amount of cybercrimes in the
world only reinforces the need to increase financial investments in CSM [4-6], in particular for EI.

We should note that to the protected information, that is stored and circulate in the EI, there can be
attributed [2, 4, 7]: personal data of students, teachers, employees; digitized information representing the
intellectual property of the educational institution; information arrays that provide the learning process
(for example, multimedia content, databases, training programs); others

This information can act as an object of theft or distortion from external (internal) computer intruders
(CI) or from hooligan motives, from students or employees.

Taking into account the interpretation of IEEU, given by different authors, it is possible to modify its
structure taking into account the problems of ensuring cybersecurity [17]. Therefore, is there is proposed
such a protected structure of IEEU and, accordingly, the information and educational space of the uni-
versity, see figure 1.8.

Naturally, the construction of such a complex organizational structure as protected IEEU (hereinafter
- IEEU) requires sufficiently large financial resources, which still need to be properly managed.

The procedure for investing in innovative projects, in particular, in the development of digital
educational technologies with a focus on formation of the information and educational environment (IEE)
of EI, is often characterized by a high degree of uncertainty and riskiness in the tasks of ensuring the
cybersecurity of EI. The landscape of cyberthreats that has changed in recent years [5, 6] has fundamen-
tally influenced the attitude to the problems of CS of many EI [1, 2]. First of all, this was due to significant
potential vulnerabilities and cyberthreats for IEE of EI, to the emergence of new classes of cyberattacks,
to the widespread use of wireless data transmission technologies, etc. With the rapid implementation of
digital technologies in education, not all investors, for example, at the creation private and including
large international universities in the Russian Federation, Ukraine, and Kazakhstan, paid due attention to
the problems of CS of IEE EI [1, 2, 5]. We also note that not many publications in this field contain a
description of models related to finding different variant strategies in mutual financial investment of EI in
CS [3, 4].
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INFORMATION AND EDUCATIONAL ENVIRONMENT
OF A HIGHER EDUCATIONAL INSTITUTION
(TAKING INTO ACCOUNT THE SOLUTION OF INFORMATION
AND CYBER SECURITY PROTECTION TASKS)
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Figure 1.8 — The structure of the protected information and educational environment of the university

The following notations are accepted: AVP — antivirus protection; DIC — data integrity control; AEIS — audit of
events of information security; PSIO — physical security of information object; B — backup; UAC — user access
control; SDCA — subsystem of detection of cyber attacks; MACS — Monitoring and; analysis of cyber security;
NLAC — Network-level access control.

CS of IEEU perimeters: PIS (I) — The perimeter of the information system; PCOI (II) — Perimeter of control of
object of informatization; UAP (III) — User Access Perimeter; PNE (IV) — The perimeter of the network equipment;
OPIO (V) — The outer perimeter of information object.
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In order to improve effectiveness in evaluating various investment projects CSM of EI, and the
subsequent decision-making, related to investment, it is necessary to use modern information technologies
[5]. For example, technologies that are based on the use of decision support systems (DSS) [1, 2].

The filling of the information and algorithmic component of the DSS can be implemented by
introducing blocks that contain algorithms for mathematical models for CSM of EI investment.

We should note that despite the commonality of the taskson CS for various informatization objects
(hereinafter 10, it is accepted that IO can be IEEU, an automated control system for complex production
control or a banking system), each of them has its own specificity of cyberthreats [1-5]. However, a
common initial task at the creation of effective protection systems and CS of any IO remains the task of
examining a specific protection object, forming models of a potential intruder (computer intruder - CI) and
cyberthreats [1-5]. The implementation of the above steps will ultimately provide adequate requirements
for information security systems (ISS) of 10 and IEEU, as a special case.

In the conditions of increasing complexity of cyberattack scenarios on IEEU, information security
analysts at universities and other educational institutions need to respond fairly quickly to cyberattacks,
threat anomalies. This makes it urgent to search for new ways to improve the effectiveness of decision-
making in tasks of respond to attempts of destructive interference by CI or unfair university staff in 10
work. And in this situation, various intellectual decision support systems (IDSS) and expert systems (ES)
can play a significant role in the tasks of ensuring cyber protection of 10 [5-7].

The mathematical component of the IDSS and ES in the tasks of CS are the various models and
algorithms that enable professionals to intellectualize decision support. As part of the research, there was
considered the possibility of synthesizing analytical models for the main types of unauthorized access to
the IEEU resources. The possibility of describing functional models of cyber protection systems of IEEU
in terms of Petri network theory [7, 8] seems quite promising. Such a presentation will allow IS and IP
analysts to detail the threats in protected IEEU. In addition, in the future, it is possible to determine the
states that potentially determine the vulnerability of 1O to the new cyberthreats. There is also considered
the perspective of using this model based on Petri networks (and Petri — Markov networks) and colored
Petri networks as a mathematical and algorithmic component, designed by IDSSat analyzing cyberthreats
for various IOs. In our opinion, these judgments make our work relevant and increase the effectiveness
during the creation of IDSS in the tasks of IS and CS for various 1Os.

Consequently, the task of developing new mathematical models for DSS, which will allow adequa-
tely to describe the actual processes of CS investment, is an urgent task. This will allow more sensible to
choose approach of funding strategies for CSS of EI.

1.2. Review and analysis of previous researches in the field of cyber protection of the infor-
mation environment of educational institutions. To the theoretical researches of the cyber protection
problem of information and communication systems (ICS) of state structures, including IEEU, there were
devoted a great number of works of scientists from the CIS countries: Bidaybekov EY. [19], Fedorov A
[1], Shafeev DE. [2], Zhankalova ZM. [3], Khokhlov YE [4]., Yakovlev AS [7], Kubieva TS. [14],
Tleuberdiyeva G. [17].

However, in Kazakhstan and other CIS countries these publications are rather limited in scope or are
very fragmented, being limited only by theses of reports on the topic “the needs for cyber protection of
educational institutions”. Theoretical studies and research results are presented in some publications [4, 8,
13-15], and in others - experimental data or results of simulation modeling [15]. A separate segment of
research is devoted to the problems of developing hardware and software means for IS and CS for EI
[15, 18, 19].

To the researches of the effective strategies choice for financial investment in CS, in particular for EI,
there were devoted a fairly large amount of publications [4-6].

Among the IS and CS models, the Gordon-Loeb (GL) model [8, 9] is the most thorough and
widespread. The purpose of this model is to solve problems associated with determining the optimal
amount of investment to information protection. The key point in the GL model is the implementation and
development of the vulnerability function, which determines the level of IS and CS for the considered
informatization object, in particular for IEEU. An informatization object can have various forms — a list of
users, a book of accounts, a strategic development plan, a website, and etc. Security enhancement may
occur in the direction of protecting confidentiality, integrity, authenticity, reliability, availability of user
authorization, etc.
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The model is static in its structure. Consequently, decisions and results occur simultaneously, and
dynamic effects, including the dependence of money on time, are not taken into account.

Considering that investments in the means and methods of IS and CS are ineffective with sufficiently
small and sufficiently large values of vulnerability, the authors of the GL model, as well as several works
[8, 9] who developed the ideas embodied in the GL model [16, 17], noted the following circumstance.
Many authors believe that the first task of control the separation of objects into low, medium and high
levels of vulnerability should be addressed at the preliminary design stage. However, at the same time, the
authors of the GL model [18], similar models noted its disadvantages:

1. There is no simple procedure for determining the possibility of an attack and the vulnerability of
information arrays.

2. It is problematic to determine the potential losses from the security violation of the protection
perimeters and cybersecurity of the informatization object. (For ourselves, we note that for IEEU these
perimeters of IS and CS are rather conditionally enough).

3. The complexity of the research results implementation on a specific object.

4. It does not take into account how the attacker will change his strategy at making additional
investments for protection, that is, there is no analysis of the opposition in a dynamic mode.

Despite the fact that the GL model has been widely recognized and has been developed in many
works over a decade since its publication, most of the posed problems have not been solved till today. The
undeniable merit of the authors of the model is that for the first time they thoroughly examined the
problem and identified the vulnerability function, which is a key oneat considering the confrontation in the
information sphere.

Determination of the function form expresses the vulnerability of a dynamic system, and is a key task
in the mathematical modeling of information opposition, and the work of many researchers has been
devoted to this problem [18].

According to the history of the problem the confrontation of the two sides was firstly thoroughly
examined by specialists of the RAND Corporation at the end of the Second World War during the deve-
lopment of the mathematical foundations of military planning. The model of confrontation of the two
sides, developed within the framework of the RAND company, is the model of Gross [12, 15], designed in
order to simulate tactical military operations. According to this model, the conflicting sides have the re-
sources XandY, and the result of their opposition is determined by the target function, which linearly
depends on the difference of the invested resources and which leads to the task of linear programming.
The task of Gross, which arose during the planning of military operations, has a number of differences
from the considered problems. Firstly, the target function is discrete, since it determines the amount of
units that broke through the defense or destroyed an attack or defense. Secondly, these units in each
confrontation episode are the same for attack and, accordingly, for defense.

The uniformity of objects greatly simplifies the solution of the problem, but limits the confrontation
conditions. However, the main disadvantage of the Gross model is the piecewise linear character of its
target function, which, of course, cannot correspond to real conditions. For this reason, the Gross model,
taking into account its simplicity, is used only to approximate the target function and to obtain results at
the first approximation [4, 12, 18].

Another mathematical model, that makes it possible to calculate the level of losses due to the
realization of threats,and which depends on the amount of costs on IS and CS, is the model described in
[11]. The purpose of the researches [12] was to assess the stability of the technical information protection
complex (TIP) over time using known probability distributions [4, 5].

In the absence of financial investments in protection or its modernization, the probability of relia-
bility, security is zero regardless of time. This model allows to establish the dependence of the protection
probability from the most effective investment.

The main difficulties at the creation of the model are connected with the collection of statistical data
on the hacking results (and the need for the fact of the protection hacking itself), since such a protection
system cannot be used afterwards. In this regard, the author [13, 21] developed a method for determining
the probability of reliability of TIP based on actual hacking attempts, which allows to evaluate the
probabilistic reliability of single protection systems and at its installation on several objects (for example,
installation of an antivirus program on several computers allows to predict not only an attempt, but also
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the time at which hacking is possible on other computers) [16]. The disadvantage of this method is the
need to know the effectiveness of TIP, which in this case is obtained as a result of analysis the
consequences of a real hacking of the system.

As a result of the researches conducted in [17, 19], the authors showed that the parameter that deter-
mines the properties of TIP can be not only a constant value, but also a function. Moreover, this function
will depend on hacking attempts and on the time when such attempts take place, for example, at the
selection of passwords during the user authentication procedure in the informatization object network [].
According to the researches there were obtained functions that allow to calculate the frequency of hacking
attempts.

The Glushak-Novikov model [17, 18] is aimed at optimal placement of protection mechanisms
between the components (objects) of the system, which will ensure the maximum level of security.

The search for the optimal set of protection mechanisms that ensures the minimum risk of infor-
mation loss is carried out using the example of a district offices system of theinformatization object
distributed territorially (the author considered an example of a bank branch) [10, 20]. The amount of
information in each department is proportional to the potential amount of customers, that is, to the amount
of residents in the district. The probability of individual threats realization, as well as the cost and effecti-
veness of each of the protection mechanisms, is determined by the method of expert evaluation. It is
assumed that the probability of a threat realization for each object is the same and depends only on the
type of the threat. Considering the various combinations of protection elements for each of the territorial
branches, there are calculated the total damage for the entire system (which characterizes the degree of
risk) and the optimal set of protection elements for each branch. In this case, there is made a check of the
conditions for imposing restrictions on the total cost of the protection system.

Calculating the total risk, the problem of the size of the cross-section equations, which express the
amount of damage from the realization of various types of threats (these events are considered com-
patible), remains open.

To the use of the “attack-protection” economic value models for risk assessment and for the re-
searches on the investment effectiveness in information security there is devoted the work of O.E. Arkhi-
pov [4, 5]. In order to determine the risk probability parameters in these models, there are used certain
characteristics of motivational value and economic and financial relations characteristic for the “attack-
protection” situation in the information sphere. In particular, the there is considered the situation arising
from the realization by the attacking side A(the attacker) of the threat Tregarding some information
resource /, which belongs to the side B.

The describedin [9, 20] models are proposed to be used in order to calculate directly the risks of any
particular organization if there is a real opportunity to analyze and to quantify the economic and cost
characteristics of the information threat realization. Output data for these assessments can be obtained by
performing a survey (audit) of the organization’s information security state in accordance with the guide-
lines and recommendations of risk management standards with certain additional information. Static-time
assessments can be developed into dynamic ones that change their values in time according to the
accepted economic and cost attack scenarios [5].

The economic and cost-based “attack-protection” models also provide an opportunity, on the basis of
specific information about a real organization, to check whether the funds invested in the information
security of this organization are sufficient [6].

To theresearches of cyber attacks on information systems there is devoted the work of Khorosh-
ko V.A. [10]. An assessment of the attacker's capabilities in cyber attacks is carried out using game
analysis methods [15].

Formalizing the optimal cyber attack cycle on the information sphere there is supposed the operating
of the equilibrium concept of Nash B.[15].

We should note that this model does not take into account the impact of investments on the optimal
solution choice, however, the researchers demonstrate how the developed game analysis methods allow to
evaluate both single and group cyber attacks.

This allows to obtain guaranteed and reliable assessments of the level of information security from
cyber attacks on the information sphere, for example, of an educational institution [9].
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The development of economic relations and the information sphere, particularly, in the field of
education, leads to an increase in competition, to an increase in the volume and cost of information, as
well as potential losses from its leakage, to an increase in the amount of information objects (in IEEU this
is especially noticeable and dynamic),tothe frequency of cyber incidents. At the same time, the opposition
conditions are constantly changing, reflecting the dynamic interaction of two opposite sides - the side of
information protection and the side of the attackers. Changes in the strategy and tactics of the cyber
protection side cause new attacks on information resources, which, on the one hand, show the opponent’s
intentions, on the other hand, point to weaknesses of the protection side, which are usually targeted by
attacks or other attempts of destructive intervention. Other reasons for changes in approaches of IS and CS
of IEEU can be factors related to the “obsolescence” of information, to the introduction of new infor-
mation and additional resources, to the redistribution of information resources between objects, to the
occurrence of new connections between them.

The antagonistic confrontation of the two sides (the protection and attack sides) in the information
sphere is characterized by the fact that the protection side is usually in uncertainty about the actions and
financial capabilities of the enemy (hacker). At the same time, the attackers have some idea about the
structure of the protection system and can direct their efforts towards breaking the weakest points of the
security system. That will give the attacker the greatest effect. The distribution of protection resources to
blocking various types of threats can be carried out both in active mode — ahead of the opponent’s actions,
and in adaptive one with aninvestmentdelay when the direction of possible attacks is clear.

We should note that the need for dynamic resource control is due to the following reasons:

- the uncertainty of the opponent’s action variants, namely the focus of his efforts to obtain infor-
mation and the scale of these efforts, which in particular depend on the financial hackers' resource compo-
nent, spent on hacking;

- the changes in both internal and external confrontation conditions - the information cost, its distri-
bution among objects, the direction of enemy attacks, the occurrence of new attackers;

- a change of the information system state (IEEU is considered as a special case), in particular, a
change in its weakest unit after detection of the attacks target and the adoption of appropriate measures by
the protection side.

Analysis of scientific works on mathematical modeling of information protection systems showed
that the main efforts are focused on determining the amount of investment in protection (table 1.2).

Several works are devoted to theproblems of distribution of these investments among the protection
objects. In addition, existing developments [9] rarely take into account the impact of possible actions of
the attacker and their consequences on the indicators and characteristics of the system.

Therefore, the conducted analysis of the workson the subject under study showed that the task of
efficient using of limited financial resources in order to protect information of business entities and
educational institutions in particular is becoming increasingly important and significant [15, 16, 20, 21].

Table 1.2 — Comparative characteristics of mathematical models of investment
in information and cybersecurity of the informatization objects

Compared Security | Attacking The cost Object Optimization Calculation
criteria | resources | resources |of the individual| vulne- of resource of the optimal
are taken | are taken |protection mean | rabilities distribution solution
into into is taken into are taken |between protection|in the dynamic
Models account account account into account objects mode
Gross model + + - - + -
Gordon-Loeb model + - - + - -
Zadirako model + - - - - _
Glushak-Novikov model + - + - + -
Zhurilenko model + - - + _ +
Arkhipov model + + + + - +
Khoroshko-Khokhlachova model - - - + - +
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In addition, in conditions of uncertainty, when the actions and financial resources of the attacking
side can be assumed only with a certain probability, the search for the optimal distribution of limited
resources among the information protection objects through the use of game-theoretic methods and taking
into account the dynamics of opposition conditions will reduce financial losses from information leakage
to a minimum.

The development of computer systems and information technology has given a rise to a separate
concept of works on optimizing investment in CS. This research concept is based on the extensive use of
expert systems (ES) [7-9] and DSS [10-12] in the tasks of determining rational investment strategies in the
field of CS. We studied quite a lot of works in this area and came to the conclusion that most of these
publications [12] do not contain specific decisions on the choice of rational strategies for mutual financial
investment in CS of EL

Also, as follows from the conclusions of [8, 9] and [11, 12], the use of ES and DSS in order to
automate procedures for choosing rational investment control strategies for CS is not always accompanied
by clear recommendations.

These circumstances led to the problem associated with the need to develop new models for DSS in
the tasks of determining rational strategies for mutual financial investment in CS of EI.

Based on previous experience and approaches presented by the authors in earlier publications on this
topic [9], as well as works of third-party authors [14] that are close to the research methodology, we can
state that a rather effective approach in order to solve this class of problems is to use methods of the theory
of differential qualities games with several terminal surfaces [4-7].

Therefore, the analysis of publications on this topic confirmed the relevance of the problem of the
further development of models for DSS in the tasks of continuous mutual investment in CS of EI. The last
one is especially important in cases where it is necessary to develop clear recommendations for investors.
But there is no need to apply complex mathematical calculations, since most of the computations are done
by computer programs.

In works [1-6] there were presented the results of researches on the use of Petri networks for
describing the threat model of CS of 10. And although these works have made an undeniable theoretical
contribution in this area, in our opinion, the models proposed by the authors are somewhat difficult to
implement programmatically, in particular in the IDSS and ES on IP and CS of 10.

On the basis of the works [2, 3] it is possible to construct threat models using a fairly visual tabular
form of displaying threats at updating the task of 10 security assessment. But as mentioned earlier, this
approach to the development of threat models is laborious. And besides, the growth in the amount of
threats makes such a tabular presentation format difficult to understand, especially for specialists with
small experience in the field of CS.

Petri networks (and Petri — Markov networks) were also successfully used to describe intruder mo-
dels [4]. However, the authors did not consider the possibility of adjusting the intruder model (CI), in
particular, by combining it with models based on the graph theory, which would more accurately describe
the transition states in the process of probable overcoming of the cyber defense perimeters (borders) of CS
by CI for a particular IO.

In the works [13, 19, 20] the ISS models for various 1Os were considered as a sequence of elementary
operations that were pre-allocated on the Petri network, from which a cyber attack is possible. The models
made it possible to calculate the probabilities of the implementation of different attacks over a given
period of time. However, the models considered in [13] did not allow the calculation of temporal characte-
ristics during the process of implementing new cyber threats.

In the works [17, 21] there were also proposed the models based on Petri networks and describing the
processes of realization of threats in information systems (IS). And although these models make it possible
to assess many of the parameters of 10 security, in particular, the possibilities of threats, the time for
threats, the consistency of the CI actions seems to be incomplete. In particular, in these works there has
not been studied the problem of resolving conflict situations that arise when IS states change during
attacks belonging to different classes. This circumstance, in our opinion, limits the practical applicability
of these researches.

Therefore, the addition of existing methods of detecting and analyzing threats, as well as intruder
models on the basis of algorithmization and visualization of Petri networks can be an effective tool for
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predicting the security state and new threats for specific 10s. This will significantly simplify the under-
standing for new cyber threats and in the future it will be possible to use the proposed approaches by
analysts of the IP and CSservices of different 1Os.

1.3. Conclusions and statement of research objectives. In order to achieve the aim of the research
it is necessary to solve the following tasks:

- to develop a model for a decision support system for searching the investment control strategies for
various ratios of the investment process parameters in the cyber security systems of educational institu-
tions;

- to develop a computer program "Decision Support System for Searching the Investment Control
Strategies in Cyber security Strategies of Educational Institutions";

- to perform computer simulations for different investment strategies, in order to verify the adequacy
of the model;

- to develop a conceptual model of the adaptive cyber protection control of an informatization object
(for example, IEEU) using the apparatus of Petri networks;

- to develop models for user tasks distribution in the IEEU computer networks;

- to complement access control methods in the context of reconciliation of access rights in IEEU.

JI. Keiapipaauna', B. Axmeros', B. Jlaxno®, A. Anpanosa’'

' AGait ATterHnarsr Kazak YITTHIK IeIarOTUKAIBIK YHUBEPCUTETI,
Anmatsl, Kazakcran,
2y KpanHAHBIH O6mopecypcTap KoHe TaOUFATTHI HalJaNaHy YITTHIK YHUBEPCHUTETI,
Kues, Ykpanna

YHUBEPCUTETTEPAIH AKITAPATTBIK BIJIIM BEPY
OPTACBIH KOPFAY/Ibl KAMTAMACBI3 ETY COEPACBIHJIAFbBI
AJIIBIHFBI 3BEPTTEYJIEPTE IIOJIY )KOHE TAJLJIAY

AnHotanusi. JKyMbICTa yHMBEpCUTETTEpIiH aKMapaTThIK OuTiM Oepy opTachlH KOpFayIbl KamMTaMmachl3 €Ty
cepacblHIArpl aNJbIHFBI3EPTTEYJICPre IOy XOHE Taljiay jKacajFaH. OJeMe KONTereH eHepKacinTepl AaMblFaH
MemitekeTTepae MudpibIK OimiM Oepy JKyHeciHIH JaMyBIHAAFBl apTHIKIIBUIBIFEI TEK KaHA MEHArOTHKAIBIK KBI3MET
0OJIBICHIHIAFFI MAMaHJApFa FaHa eMec, aKIapaTThl KOpFay jKoHe KHOepKayiIci3aik mpodieManapblH eCKepe OTBIPHIT
aKMapaTThlK TEXHOJOTHSIAp MaMaH/apblHA J1a COMKEC TEXHHKO-METOMOJOTMSUIBIK KOJIAyAbl Tauam eTeTiHi Kep-
CeTUIreH. YHHBEPCUTETTEP/IIH aKMapaTThIK-KOMMYHHUKAIMSUIBIK JKYHEJepiHIe CaKTalaThlH JKOHE ailHaja OTBIPBII
KOpFaJIaThlH MOJIIMETTEPre aTall aliTKaHIa: OKYIIbUIAP/IBbIH, OKBITYIIBUIAP/bIH, FAUIBIMU KbI3METKEPIIEP/iH, KOMEKIII
KBI3METKEPIIEPAiH KEeKe MOJIIMETTepi; OKY OpPHBIHBIH HWHTEIUICKTYaJAbl JKeKe MEHIIIri peTiHAe KapacThIPhUIATHIH
uudpiaHFal akmnapar, OKy MpOLECiH KaMTaMachl3 €TETiH aKMapaTThIK MacCHBTap (MbICAJIbl, MyJIbTHMEANSIIBIK KOH-
TEHT, Oepiirenaep 06azachl, OKbITY Oarnapiamanapsl); T.0. )kaTaTelHbl KepceTiireH.Ockl aknapaTThlK pecyperap ki
JKOHE CBIPTKbI KOMIBIOTEPJIIK KaCKYHEMJep/ieH HeMece Oy3aKbUIBIK OpPEKETIEeH OKYIIbUIap HeMece KbI3METKepIep
TapanblHaH ypiayra Hemece Oy3yFra 00onaThiH 00BEKT PETiH/E KapacThIpblla alaThIHbI HETi3elreH.

Kenreren MemiekeTTepe aknapaTThIK pecypcTapra Kojl )KeTIMJUIIKKe KalblnTackaH »ahaHaaHy TpeH/ 3aMa-
HayHW JKOFaphl OKY OPBIHIAPBIHBIH KBI3METTEpiHiH OapibIK cdepachiHa kKaHa HUAGPIBIK KOHE aKIIapaTTHIK-KOMMY-
HUKAIMSUTBIK, TEXHOJOTTSUIAPBI CHT13y eceOiHIH ©03eKTUIriH KepceTeTiHi nonenaenred. OKy MexeMelnepiHiH Kuoep-
Kayinci3mik skyienepiH KapKbUIaHABIPY TMPOIECiHIH MapaMeTpiIepiHiH TYpili KaTbIHACTAPHI YIIiH KapKbUTaHIABIPYIbI
Gackapy crpartermsuiapblH Ta0y OOMBIHIIA MIemiMAepal KOJAay Kyienepi YIIiH MOIeNIbAepaAl 93ipiey OarbIThIHIAa
3epTTEeYAiH ©3eKTiIiri HerizgenreH. OKy MeKeMesepiHiH KHOepKayilci3Iik CTpaTeTHsulapblHa KapKbUIaHIBIPYIBI
Gackapy cTpaTerusutapsiH Ta0y eceOiH KOMIBIOTEPIIiK KOJIaay apKbUIbI MIENTy KaKeTTUTIir kepcerinred. O60cHOBaHa
HEO0XOAUMOCTh Pa3pabOTKH KOHIECNTYAIbHOW MOJEIH aJalTHBHOIO YIPABJICHUS KUOep3almTon o0bekTa HHDOp-
Mmaruzaimu Ha npumepe MOCY. YHuBepcuTeTTiH aknaparThlk OuliM Oepy oprachl MbIcajiblHAa MH(OpMAaTH3ALUs
00BEKTICIH KHOCPKOpFay Ibl OcitiMIeNITeH OacKapyIblH KOHIEITYaI bl MOJCII HO3ipJiey KaXKCSTTIIIr TOJICIIICHT eH.

Tyiiin ce3aep: knbepkayincizmik, aknapaTThIK-KOMMYHHKALUSJIBIK OpTa, OKY MEKeMeJlepi, OWbIHAap TEOPHSICHL,
nrenrimMaep i Kabbuaayabl KOiIay, KapKbUIBIK CTpaTerisuiap sl TaHIaY.
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OB30P U AHAJIM3 NNPEJIIECTBYIOIUX UCCJEJTOBAHUM
B COEPE OBECHIEYEHMSI 3AIIIUTBI
NHO®POPMAIIMOHHO-OBPA3OBATEJIBHOU CPE/Ibl YHUBEPCUTETOB

Annotanusi. B pabore mpoBeneH 0030p M aHAIM3 MPEIIIECTBYIONIMX HCCIEA0BaHUI B cepe obecrieueHus
3aUTHl  MHPOPMAIMOHHO-00pa3oBarenbHol cpenpl yHuBepcuretoB (MOCY). IlokazaHo, YTO NPHOPUTETHOCTH
pa3BuTHS IU(POBBIX CUCTEM 00pa30BaHMs BO MHOTHX ITPOMBIIUICHHO Pa3BUTHIX I'OCYapCTBaX MHUpa TpeOyeT CoOT-
BETCTBYIOUIEH TEXHUKO-METOMOJIOTHIECKOH IOJAEPKKH CIIEHUATINCTOB HE TOJBKO B OOJACTH IMEAArorniecKon
JIESITEIBHOCTH, HO ¥ MH(OPMAIIMOHHBIX TEXHOJIOTHII ¢ ydeToM ITpoOieMaTnki KHOepOe30macHOCTH U 3allUThl WH-
¢opmarin. IlokazaHo, 4TO K 3aIIMINAEMBIM CBEACHHSM, KOTOPBIE XPAHATCA W LUPKYJIUPYIOT B MH(POPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX CUCTEMaX YHUBEPCUTETOB, B YACTHOCTU OTHOCSITCS: IIEPCOHANIBHBIC TAaHHBIE YUAIINXCs, IPETIOo-
JaBaTeneil, Hay4HbIX COTPYJHUKOB, BCIIOMOTaTEJIHOTO NiepcoHana; onudpoBanHas HHGOpMALys, IPeICTaBIIsIOmAs
MHTEJJIEKTYalbHYI0 COOCTBEHHOCTh Y4E€OHOTO 3aBelieHMs; MH(OpMAaLMOHHBIE MacCHUBBI, KOTOPbIE, 0OECIEUNBAIOT
yueOHBIH mpoliecc, (Harpumep, MyJIbTUMEIUIHBIA KOHTEHT, 0a3bl JaHHBIX, 00y4Yaroline mporpammal);ap. O6ocHo-
BaHO, YTO JaHHBIC l/IH(l)OpMaL[I/lOHHI)Ie PECYPChbl MOT'YT BBICTYIIUTH KaK O6’beKT XUUICHUSA WJIN UCKAXKCHUA CO CTOPOHBI
BHEIIHHUX (BHYTPEHHHMX) KOMITBIOTEPHBIX 3JI0yMBIIUICHHUKOB MM W3 XYJIUTAaHCKUX IOOYK/IEHUH, CO CTOPOHBI y4a-
IIAXCSl UM COTPYTHHUKOB.

O060cHOBaHO, YTO c(OPMUPOBAHHBIM BO MHOTMX CTpaHax TPEHJ Ha TI00aNn3aluio 1ocTyna K MHQOpMaIlMoH-
HBIM PecypcaM JeNaeT PEeNICBaHTHBIMU 337ad BHEAPEHUS] HOBEHIIMX IM(POBBIX M MHPOPMAIMOHHO-KOMMYHHKA-
IIMOHHBIX TEXHOJIOTHH BO BCE c(ephl NESITEIFHOCTH COBPEMEHHOTO By3a. OOOCHOBaHA aKTyaJlbHOCTh NCCIIEIOBAHUN
B HAIpaBJICHUU Pa3pabOTKH MOJENEH JUIS CHCTEM HOAJCP)KKM PELICHUH 10 HAaXOXKACHHIO CTPATETHH yIpaBlICHUS
WHBECTHPOBAHHUEM JUIA PA3IMYHBIX COOTHOIIEHWH MapaMeTPOB MHBECTHLMOHHOTO IPOIIECCa B CHCTEMbI KHOepOe3-
ONacHOCTH 00pa3oBaTeNbHBIX yupexaeHuH. [TokazaHa HE0OOXOIUMOCTE KOMIIBIOTEPHON MOLAEPKKU PEIICHHS 3a/1a4
[0 HaXOXKAEHWIO CTPATErWi YIIPaBIEHHsS WHBECTUPOBAHHEM B CTpaTernu KuOepOe30macHOCTH 00pa30BaTENIbHBIX
yupexnaennii. O60cHOBaHa HEOOXOAMMOCTb Pa3pabOTKU KOHIENTYaJbHOM MOJENIH aJaNTHBHOTO YIPaBIICHUS KH-
Oep3amnuroit 00bekTa nHPpopMarusamuu Ha npumepe MOCY.

KirueBbie ciioBa: kubepOe30macHOCTh, HHPOPMAMOHHO-KOMMYHHKAIIMOHHAS Cpelia, YYeOHOe 3aBeiCHUE,
TEOpHs UTP, MOJIEPIKKA IIPUHSTHUS PELIeHNs], BRIOOP (PMHAHCOBOM CTpaTErvy.
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