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NAS RK s pleased to announce that Bulletin of NAS RK scientific journal has been
accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science.
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation
Index. The quality and depth of content Web of Science offers to researchers, authors,
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the
most relevant and influential multidiscipline content to our community.

Kasakcman Pecnybniukacbkl ¥nmmbiK fbiibiM akademusicbl "KP YFA XabapwbiCbl” fblfibIMU XypHa-
nbiHeiH Web of Science-miH xaHanaHraH Hyckacbl Emerging Sources Citation Index-me uHOekcmeryee
KabbindaHraHbIH xabapnatidbl. byn uHdekcmeny 6apbicbiHOa Clarivate Analytics KoMraHusiCbl XypHarobl
o0aH opi the Science Citation Index Expanded, the Social Sciences Citation Index xoHe the Arts &
Humanities Citation Index-ke kabbinday mecerneciH Kapacmbipyda. Web of Science sepmmeyuwinep,
asmopnap, b6acnawbinap MeH Mekemesiepze KOHMeHm mepeHdiai MeH canacbiH ycbiHaobl. KP ¥FA
XabapwebicbiHbiH Emerging Sources Citation Index-ke eHyi 6i30iH KoramOacmbiK YWiH eH e3eKmi oHe
6edendi mynbmuducyunnuHapibl KOHMeHmke adasndbifbiMbi30bl 6indipedi.

HAH PK coobwaem, ymo Hay4Hbll xypHan «BecmHuk HAH PK» 6b1n1 npuHam 0nsi uH0ekcuposaHusi
e Emerging Sources Citationindex, obHosneHHoul sepcuu Web of Science. CodepxxaHue 8 3mom UHOEK-
cuposaHuu Haxodumcsi 8 cmaduu paccmompeHusi komnaHuel Clarivate Analytics 0ns danbHelwezo
npuHamus xypHana e the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts
& Humanities Citation Index. Web of Science npednacaem kauyecmeo u 2aiybuHy KOHmMeHma Orns
uccnedoeamenel, asmopos, usdamenel u y4dpexdeHul. BkmoueHue BecmHuka HAH PK e Emerging
Sources Citation Index demoHcmpupyem Hawy [pPUBEPXKEHHOCMb K Hauboree akmyarnbHOMY U
enusimesisHoMy MynbmuducyuniuHapHoOMy KOHmeHmy 05151 Hauea2o coobuwecmea.
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METHOD OF LINGUISTIC VARIABLE STANDARDS FORMATION
FOR HONEYPOT CLASSIFICATION

Abstract. Nowadays, one of the relevant areas that is developing in the field of information security is
associated with the use of Honeypot (virtual lures, online traps), and the selection of criteria for determination of the
most effective Honeypot and their further classification is an urgent task. There are presented the main products in
which virtual lures technology is implemented. Often they are used to study the behavior, approaches and methods
that an unauthorized party uses for unauthorized access to information system resources. Online traps can imitate any
resource, but more often they look like real production servers and workstations. There are known a number of fairly
effective developments that are used to solve the problems of identifying attacks on the information systems
resources, which are based on the fuzzy sets apparatus. They showed the effectiveness of using the appropriate
mathematical apparatus, the use of which, for example, to formalize the approach for the formation of a set of
criteria, will improve the process of determining the most effective Honeypot. For this purpose, there have been
proposed criteria that characterize online traps, with the use of which there has been developed a method of linguistic
variable standards formation for choosing the most effective Honeypot. The method is based on the formation of a
set of Honeypot, subsets of characteristics and identifier values of linguistic estimates of Honeypot characteristics, a
base and derivative frequency matrix, as well as on the construction of fuzzy terms and standard fuzzy numbers with
their visualization. This will allow further classification and selection of them osteffective virtual lures.

Key words: honeypot classification, online traps classification, virtual lures, fuzzy standards, linguistic
standards formation method, intrusion detection systems.

The rapid development of information systems (IS) and technologies affects all areas of society.
A significant number of modern public and private enterprises use IS to manage production processes, to
support decision making, to find the necessary data, and etc. Along with this, there is increasing the
amount of IS vulnerabilities and threats, and therefore, there is a need in specialized security tools to
ensure their normal operation and to prevent intrusions. It should be noted that one of the current areas
that is actively developing in the field of information security is associated with the use of Honeypot
(virtual lures, online traps). The purpose of the operation of such lures is to be attacked or scanned by an
unauthorized party (UNP) in order to study the protection strategy, to determine the range of their means
by which attacks on real security objects can be conducted. Honeypot and methods used to their
implementation are different, for example, it is a specially developed integrated network or one single
emulated network service, the main task of which is to attract UNP attention [1]. Therefore, the selection
of criteria for determining the most effective Honeypot and their further classification is an urgent task.

U Z / DTKHsq

q=1 s=1

8,8,10|, (q=1,3).

VSprin = HVSDTKHq H = ”VSDTKHI VSprrmz»VSprxums " =

— 16 ——



ISSN 1991-3494 5.2020

Then, taking into account (16) in [21,22] from VSp ey, VS o VSprxer VSprxar» and VSprwy

3

define the maximum element VSMy pevs = \/ VS prkvitg = VSprxvin Y VSprxvi V

3
VS iz = 0N 9NV 4 =vsmy ey =9, VS, = >:/] VSprxung = VSprxum Y VSprkum: v

3
VS prkms =0V SNV S =vsmy e, =6, vSmy e, = >:/1 VSprxcny = VSprrcqr Y VSprreq: v

3
VSprkens =7 V14N 9 =vsmyp o, =14, vsmyp, =V

o VSprxng = VSprxkm Y VSprkm vV

3
VSprkms =7 VTNV S =vsmpype, =7 and VSMpry = q\:/l VSprxig = YSpriur Y VSprxmz vV

VSprxms =8V 8V 10 =vsmy,, =10.and according to (17) in [21,22] we obtain a derivative frequency

3,33 2 0
matrix, F ,DTKVH (VSMyyeyy / vstTKYHq) prxvn = ||0,67 6 0|
0 1 178
4 083 0
F' o = (vt / VSM kg W pram =|| 2 2,5 0,83,
0 083 3,33
F' DIKC (VstTKCH / VstTKCﬂq) DpIKCT =
2,5 3 0 6 1 0
17 0,64, Fppy=(vsmpype, /vsmpype JFop =15 1,43,
0 4 5,14 0 1 2,14
56 0,8 0
F o =(vsmype, / vstTKHq) prn =08 4,8 2|.
0 08 8

The creation of fuzzy terms and standard FN. Stage 5—the creation of fuzzy terms and standard
FN.Firslty, according to (22) in [21,22] let form the subset of fuzzy terms T T

DTKYH ? TDTKI/IH > “DTKC] °

Tyrkn > Toru if =1 (i.e. for Honeypotwith ID H,,, =DTK), m; =5, r,=r,=r,=r,=1r;,=3.

{UT} {U{UT“}} h {U{U{UT ijs }}} {{ ~ DTKVH I TDTKsz’ZDTKym} ’ {ZDTKHHIJZDTKHHZ’ZDTKI/[H3

{NDTKC,HI,ZDTKQHZ’ZDTKCH.?} ’{ZDTKHI’ZDTKHZ’ZDTKHS} ’{ZDTKHJ’zDTKuz’zDTKI/H}} -

{{H DTKVH CP, <~ DTKVH ’ CﬂDTKYH } ’ {]Z,P DTKHIT QP DTKHIT * CN‘H DTKHIT } ’ {ONF DTKC] ,ITNM DTKCJ ,PNP DTKCJ } P

{or ..M PP .} {H s CP s B A -According to (23) in [21], [22] on corresponding

lines of F'
FM

DTKYH |

, , . .
vrxvir s F ok s F prxer s F'prxn and F'p ., let create construct the vectors of maximum i.e.
Sy || = "meTKYHI’f My JMprxyes ” = ”3 ,33;6,1,

"f Myt » SMpicz » S | =

DIKHIT "f My ks || =

DIKCH _“meTKC[Zs =

Hf Myyrxcar Mprxcaz Mprecns ‘
"meTKm:ﬁnDTan:meTKm":| » )y 4,

"f My s S s JMp s ” =

DTKI'[ = "ﬁnDTKI'[s =

DIKH = ”f My rxus || =
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On the basis of FM .\, EM pen, FM ey FM e, and FM ,,, according to the expression (24)

in [21,22] let form matrices of membership function:

1 0,33 0
M iy = H:UDTKstq =10.2 1 01,
0 017 1
7 033 0 1 043 0
M b :H/JDTKHnsq =05 1 0,25|(, M ey Z“,L‘DTKczzsq =104 I 012,
0 0,33 1 0 057 1
I 02 0 1 017 0
M ZHﬂDTKqu =10.17 1 0,67, Mppy ZHIuDTKqu =10.14 1 0,25,
0o 02 1 0 017 1

where Hprxyisg = S DTKVHsq ! My (5.9 =1,_3) > Mprkumsg = S DTKHIIsq ! My (5.9 =]:_3) )
Hprxcnsg = S DTKCllsq / fi Myrkcrs » (s.q :11_3) ) Hprxizsg = S DTKTlsq / fi Mk » (s.q :]»_3) s
Hprnsg = f DTKHsq / f My > (5,9 :]:_3) .

According to the obtained data, Upryiy,» Mprxumsg Mprxcasg Borksg Mprxms, @0d - calculated by the
expression (26) in [21,22] X,y Xprximmeg s Xprxcasg Xprxisg Xomm, 1€t define sets of fuzzy terms

according to (25) in [21,22] T

= {ILIDTKYHSI /xDTKYHS]’ ILIDTK.VHSZ / xDTKYH.Q’ /’lDTKYHS3 / xDTKYHsS}’

~ DTKVHs

(s,q =ﬁ) , where according to (26) in [21,22] X,y = Npmw, / Nomw » (@=1,3) or
AU X =1005:0.19511, T, = (s S o/ S Mo S

-
(5,q=1,3), where according to (26) in [21,22] X prxamsg = Npwung 7 Nt > (4 =1,3) or
{EJ]X DTKI/Iﬂsq} ={0,2;0,6,1}, Z DIKCIS = {luDTKCﬂsl / Xprxemsi» Hprres: / Xprxcns2» Mprrcss / xDTKczzss} >

s
(s,q=1,3), where according to (26) in [21,22]  X,en, = Noken, / Noween > (@ :E) or

3 P
{UXDTKCﬂsq} N {0’ 2; 0’ 6; ]}’ ZDTKHS - {’LlDTKHM / xDTKHS]’ lLlDTKHSZ / xDTKHsZ’ ﬂDTKHsS / xDTKHs3} > (S’q = ]’ 3) >

q=1
_ 3
where according to (26) in [21,22] X 0, = Npgxn, / Nogxn» (@ =1,3) or { U X ks # = 10,006,0,25, 1},
q=1

ZDTK]/IS ={ Mprns ! Xprxust> Mprxnss ' Xprxusar Morxnss ! Xorxnss #» (59 =1,3), where according to (26) in

_ 3
[21,22] XDTKqu = Ngg{m / Niien» (@=1,3) or {UXDTKI/lsq}:{0’05;0’]"1}'

q=1

Therefore, the resulting members of the subset Tyryns Tprums Torkens Torkns Lprun (Numerical
form), respectively, are the reflection of the members of the subset LE, vy, LEy > LEyens
LE, «n> LE « (linguistic form) and are presented in the following form:

T =[IP ={1/0,03;0,33/0,19;0/1};T =CP ={0,2/0,03;1/0,19;0/1};
~ DTKVHI ~ DIKVHI ~ DTKVH2 ~ DTKVH2

T =CJlI ={0/0,03;0,17/0,19;1/1},T =[IP ={1/0,2;0,33/0,6;0/1};

™~ DTKVH3 ~ DTKVH3 ~ DTKHUIII ~ DIKHUIII

— 18 ——



ISSN 1991-3494 5.2020

T =CP ={0,5/0,2,1/0,6;0,25/1};T =1 =40/0,2:0,33/06:1/1},
~ DTKHUII2 ~ DTKHII2 DTKUII3 ~ DTKHUII3
T -or =11/0,2,0,43/0,6:0/1};T = [IM =10,4/0,2,1/0,6;0,12/1};
~ DTKCA1 ~ DTKCHI ~ DTKC/2 ~ DTKC/I2
T = PP =00/0,2;0,57/0,6:1/1},T =0  ={1/0,006:0,2/0,25:0/1};
~ DTKC/3 ~ DTKC/A3 ~ DTKIII ~ DITKIII
T =IM  ={017/0,006:1/0.25:0,67/1};T  =PP  ={0/0,006:0.2/0251/1},
~ DTKII2 ~ DITKII. ~ DTKII3 ~ DIKII3
T =H ={1/005017/01;0/1);T =CP  ={0,14/0,051/0,1;0,25/1};
~ DTKHI ~ DTKUI ~ DTKH2 ~ DTKu2

T =B  ={0/005017/01:1/1}.

™~ DTKH3 ~ DTKU3

Then, secondly, according to (29) in [21,22] let form standard FN T; . vu € T, Tyriun < T°»
T, cT Tyn ST Topen = T¢:

DTKCJ
3

e e ¢ =
Torkyn = {UNDTKYHA} {NDTKYHJ ~ DTKVH2 ~DTKVH3} {HPDTKYHI C;PDTKYHZ ~ DTKYH3} (5= 1 3),

e e €
Ty riun = {UNDTKI/IH {ZDTKMHJ’ZDTKMm ~DTK1/IH3} {]ZPDTKJ/IHI C~PDT1<14172 ~ DTKI/IIB} (s=1, 3)
_ e e e _ e e —
DTKCH {UNDTKC% - {~DTKCJ1’~DTKCJ2’~DTKCJ3} _{ ~ pricql’ T~ DrKCq’ T~ DTKcm} (S ] 3)

e e _ e —
DTKH {U~DTK]7v ~DTKIY1 ZDTKID ZDTKIB} _{O~FDTKI71 ]/YwMDTKHZ ~ DTKH3} (s=1.3),

e e e e e
= s=13
DTK" {UNDTKHs ~DTK1/11 ~DTKH2’~DTK1/13} {~DTK1/11’ ~ DTKH2’~DTKH3}’ ( ’ )’
where: the members of a subset Tyu=— HP°_ ,CP°  CJI° 5Ty — P ,
~ DIKVHI’ "~ DIKVH2' ~" DIKVH3 ~ DIKHIII
CP* ciIe ;TS ore’ L TIM® - ore IM° PP
< premi2’  ~ prkum3®  DPTKCL { ~ prrcqi’ T~ DIKCE’ T~ DTKczB} DTKH ~ DIKII®> ~ '~ DITKI2’ ~~ DTKI3’

Tyou— (HS ,CP° B° lare standard FN. Next, let convert the fuzzy terms
~ DTKH]  ~ DTKH2 ’ = DTKU3
¢ ,CP° JCJII¢ in such a way, that for all T the relation order is fair, i.e.
~ DTKVH] ~ DTKVH2 ~ DTKVH3 ~ DTKVHs

VX prkvieg © XDTRVESy < XDIKVEHSH 5 (g=13) (according to the step 1, stage 5 in [21,22]). If we use the

specific values obtained in the example above as components of such terms, then for them such relation

will be true. So, for example, for HP 1t 1S Xprevms < Xprevirs < Xpmvirs = 0,03 <0,19 < 1. Also, the

DTKYHI
relation for all other given standard FN will be similarly true.

Further, according to the step 2 of the stage 5 in [21,22] we will carry out the absorption procedure
for each T . Since the condition U, and U, is not satisfied for any of FN, the absorption operation is
~ DTI

KVHs

not carried out. Therefore, the standard FN will remain unchanged, and the formed intermediate terms will
have the form: T =T =[IP ={1/0,03;0,33/0,19;0/1};

~ DTKVHI ~ DTKVHI ™~ DITKVHI

T =T =CP =40,2/0,03,1/0,19:0/1}; T =T =CJT =

~ DTKVH2 ~ DTKVH2 ~ DTKVH2 ~ DTKYH3 ~ DTKVH3 ~ DTKVH3

{0/0,03;0,17/0,19;1/ 1}. According to the step 3 of the stage 5 in [21], during the implementation of

the second step in the expression (28) for a set of intermediate termsIZP; AT prxyen < 07/

TKYHI

xpr o he D (e fppyy, =1#0), and for CNJ]DTKYHS 3T rivis 10/ Xpieys f €D (. pppyeyys=1#0),
then the formation of the subsets T° and T° will be carried out by expanding T and
~ DTKVHI ~ DTKVH3 ~ DTKVH]
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~ DTKVH3

(see (28) in [21]) through the introduction of additional 4y, s.; / Xprxyip, =07/ 0,03, and
Hprxyisr,-y+2 | Xprxvis, -2 =071 respectively, after that in the FN there is carried out rein doxing of the

components starting from the first one.With this in mind, a set of intermediate terms for IZP;TKWI will

have the following form T — 1P . ={ Mo / Xomevnr» Mpreviy /

Xprivirss Mprxvis / Xprxvis Mprivie / Xprivig 4 = {0 /°0,03;1/°0,03,0,33/0,19;0/ 1}, where tppeyyy 5., =

0. In a simil arway, weobtain intermediate terms for CP° and CJI¢ where =
Y ~ DTKHUII? <" DTKVH3’ Hprkyiizp-1

Hprxyizsr +» = 0. Thus, the components of the subset of standards 7 according to (29) in [21] will be
J ~ DTKVH]

defined as 1t°prevrr; / X iy =07 0,03 5 1 prgvirs / X ppgyiy = 170,03 5 1 pgyngs / X prgys = 0,33 70,19,

e / e _ L e e
X =0/ 1 and similarly for T T .
H prrvhs DIKVHY y L v’ & prvis

Then according to (29) in [21] for IIP ,CP ,CIT let form the standard values, i.e.:
~ DTKVHI ~ DITKYVH2 ~ DTKVH3

T¢ = IIP* ={0/0,03;1/0,03;0,33/0,19,0/1};T° =CP* =
~ DTKVHI ~ DTKVHI ~ DTKVH2? ~ DTKVH?
{0/0,03;0,2/0,03;1/0,19,0/1};T° =CJI* ={0/0,03,0,17/0,19,1/1;0/1}.Also, by
~ DTKVH3 ~ DITKYH3
analogy, the following standard values are formed: T° = [IP* =
~ DTKHUIII ~  DTKHIII
{0/0,2;1/0,2,0,33/0,6,0/1};T° =CP* ={0/0,2,05/0,2;1/0,6;,0,25/1;0/1};
~ DTKHUII2 ~ DIKUII2?
T* =CJI* ={0/0,2;,0,33/0,6;1/1;0/1},T° =0r¢ =
~ DTKUII3 ~  DTKUII3 ~ DTKCII ~ DTKC]I
{0/0,2;,1/0,2,043/0,6,0/1};T° =IIM* ={0/0,2;04/0,2;1/0,6;,0,12/1,0/1};
~ DTKC]2 ~  DITKC]2
T¢ = PP* ={0/0,2,057/0,6;1/1,0/1},T° =0r° =
~ DTKC]3 ~ DTKC]3 ~ DITKIII ~ DIKIII
{0/0,006,1/0,006,0,2/0,25;0/1};T¢ =IIM* =
~ DTKII2 ~ DTKII2

{0/0,006;0,17 /0,006, 1/0,25;0,67 /1;0/1};T° = PP* 3:{0/0,006;0,2/0,25;1/1;0/1},
~ DT 1.

K113 ~ DITK,

I =H' = {0/0051/005017/01;0/1};T°  =CP* =

~ DTKHI ~ DITKHI TKH2 ~ DTKWN2

{0/0,05,0,14/0,05,1/0,1;0,25/1;0/1};T° =B° ={0/0,05;0,17/0,1;1/1;0/1}.

~ DTKU3 ~ DTKU3
The visualization of standard FN. Stage 6 — the visualization of standard FN. For a subset of

. . . . . . . . -
standards Tyyvy s Torkun> Torkeas Torkn @nd Tipy, taking into account the obtained specific values, it is

possible to realize their graphical interpretation (see figure 1-4) using the corresponding FN standards.
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Conclusions. Based on certain values of IC, US, DC, L, S, and their formed standard values, it is
possible to classify further and to select the most effective Honeypot. For this, it is necessary, by analogy
with [1, 23-25], to determine the current estimates of the values relative to the standard values created in
the work, as well as to form the necessary set of rules which allow to obtain the final result.
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HONEYPOT KIKTEYT'E APHAJIFAH JIMHT BUCTHUKAJIBIK
AVIHBIMAJIBI CTAHJIAPTTAPJIBI KAJIBIIITACTBIPY TOCLII

Annoranusi. Kazipri yakpiTTa aknaparThlK KayilcCi3lik cajlachblHAa AaMBbII KeJle KaTKaH MaHbI3bl OaFbITThIH
6ipi — Honeypot (BupTyasnibl eniKTipy, OHJIalH Ty3aKTap) KOJIaHyFa, COHBIMEH KaTap eH ThiMai Honeypot aHbIkTay
JKOHE OJlapAbl O/laH api KIKTEy ejIeMIepiH TaHaayra OaiimaHbICTBEL. Makaiaja BHPTyalibl TY3aKKa TYCIipy
TEXHOJIOTHSCHI ICKe achIpbUIaThIH HETi3ri eHiMaep ychiHbUIFaH. Honeypot kebiHece pykcar eTiIMereH karnaina,
aKnaparThIK JKYHe pecypcTapblHa pYKCATChI3 KOJI JKETKI3y YIIiH KOJIaHATBIH TOCLIJIEp MEH 9ICTepi 3epTTey YIIiH
KoJItaHbLTaabl. JKennik Ty3akrap Ke3-KeNreH pecypcrapra eNnikTel ajajpl, ajaiina kebiHece ojlap HaKThl @HAIpiCTIK
cepBepIIep MEH )KYMbIC CTaHIMsUIAphl CeKUIl KopiHeai. HakThl eMec )KUBIHTHIK alapar Heri3iHje aknaparThIK xKyiie
pecypcTapblHa KacajiFaH MIa0ybUIIbl aHBIKTay MACeJeNIepiH ISy YLIIH KOJIIaHBLIATBIH OipKaTap THiMIi a3ipie-
Mmenep Oenrimi. Onap THICTI MaTeMaTHKAaNIbIK anmapaTThl KOJJaHy THIMIUIIIH KepceTTi api KoJinaHy OapbICHIHAA,
MBICAJIbl, KPUTEPUH >KUBIHTBIFBIH Kacay TACUIIH KaJIbINTACThIpajabl XaHe eH Tuimui Honeypot aHbIkTay yaepiciH
skakcapTaabl. OCbl MakcaTTa WMHTEPHETTET! ENIKTIpYy YHIepICIH CHIIATTAHTBIH KpPUTEPUIIep YCHIHBULABL, THIMII
Honeypot Tannay yuriH TUAiK aifHPIMaJIbl CTAaHIAPTTApP KaJIBINITACTBIPY SiCi JKacaIbl.

Byt anic Honeypot sxubHTEIFBIH, Honeypot cunarramanapbIHbIH 1IIKi KUBIHTBIFBIH, )XKUUTIK MaTpUIAIapbIHBIH
0a3aJbIK JKOHE TYBIH/IbI )KUBIHTHIFBIH KaJIBINTACTBIPYFa, COHA-aK ONap/bl BU3yalH3alsulail OTHIPHIT HAKTHI €MecC
TEPMHUHJIEP MEH CTaHAAPTTHI aHBIK EMEC CaH/Aap/bl KypyFa HeTizfenred. by eH THiM/Il BUpTyansl Ty3aKThl OJlaH opi
JKIKTEYyTe KoHe TaHJayFa MyMKIHIIK Oepenti.

AxmnapatTsIK xyhenep (AXK) MeH TeXHOJIOTHsUIapbIH KapKbIHIBI JaMybl KOFaM eMipiHiH OapJiblK cajajapblHa
acep ereni. Kazipri 3aMaHfbl MEMJIEKETTIK JKOHE JKE€KE KOCITOpBIHIApAbIH Oenrii 0ip Memmepi eHAIpicTIK yaepic-
Tepi 0ackapy, miemimM KaObUaayabl KOJIIay, KaKeTTl JepeKTep/Ii i31ey xKoHe T.0. YIIiH maiaanaHa b,

AKnaparThIK Kayilci3[ik canachlHaa OelCceHi NaMblll KeJe jKaTKaH e3eKTi OarbItTapabiH Honeypot (Bup-
Tyaiasl eNKTIpy, OHJAWH Ty3aKTap) KoJaHyFa OaiyIaHBICTBI €KEHIH aTan ©TKEH >KoH. MyHJal Ty3aKThl KOJFa
TYCIpY ’KYMBICBIHBIH MaKcaThl KOPFaHBIC CTPATETUsICHIH 3epAeiey, HaKThl Kayilci3lik HpICaHIapblHa adybul xKaca-
JyBl BIKTUMaJI KYpaJIAapbIHBIH ayKbIMBIH aHBIKTAy MakcaThlHIa pykcar eriaMereH tapan (UNP) maOysuisl Hemece
cKaHepJieyi OOJIbINT caHaIaIbl.
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Honeypot xoHe onapabl Ky3ere achlpya KOJJAHBUIATBIH OMICTEP OPTYPJIi, MBICAbl, apHAibl 93ipJIeHreH
MHTerpauusianras ke Hemece Herisri Mminzeri UNP HazapbiH aynmapy OoJibln caHajaTelH OipieH Oip sMyIsius-
JIAHFaH JKelli KpI3MeTiH araiiMpi3. COHIBIKTaH €H THIMJI arblH aHBIKTAy YILIIH eJIeMIepl TaHaay JKOHE Oap.ibl
OJIaH 91 KIKTEy ©3eKTI Mocee OOJIbII ecenTene.

Tyiiin ce3mep: enikTipy KiaccuDUKAIMACH, OHJIANH-TY3aK KJIACCU(HUKALMUSICHI, BUPTYabl eMIKTIPIill, aHbIK
eMec CTaHIapTTap, TUIIIK CTaHIaPTTap bl KAJIBIITACTBIPY 9/IiCi, OACHII Kipyal aHBIKTAY XKyiieci.
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CIIOCOBb ®OPMHUPOBAHNSA JIMHI'BUCTHYECKUX IEPEMEHHBIX CTAHIAPTOB
IS KMACCUOPUKALIUUN HONEYPOT

AnHOTauus. B HacTosiee BpeMs 0JHa U3 BaXKHBIX 00JIaCTEH, KOTOpasi pa3BUBAETCs B 001acTH HH)OPMAITMOH-
HOW 0e30macHOCTH, CBS3aHA C HWCHOJb30BaHMEM Honeypot (BupTyaidbHBIE NPUMaHKH, OHJIAWH-JIOBYIIKH), a TaKXKe
BBIOOPOM KpHTEpHEB Uisi ompezesieHus Haubosee addextruBHoro Honeypot u mx nanbHeifmed kiaccudukarmu.
IIpencraBneHpl OCHOBHBIE MPOIYKTHI, B KOTOPBIX Pealn30BaHa TEXHOIOTHS BUPTYyaJIbHBIX MpUMaHOK. Honeypot onu
UCTIONB3YIOTCS [UI U3YUCHUS TTOBEICHUS, IOIXO0I0B U METOJ0B, KOTOPBIE HECAHKIIMOHUPOBAHHASI CTOPOHA UCIIONb-
3yeT Uil HECaHKIUOHHPOBAHHOTO JOCTYIa K pecypcaM HH()OPMAIMOHHOW cuctembl. CeTeBble JIOBYLIKH MOTYT
MMHTHPOBATH JIIOOOH pecypc, HO yallle BCEr0 OHH BBIMIISIAT KaK pealibHble paboune cepBepbl U paboune CTaHIHU.
W3BecteH psii 10cTaTouHO 3(PPEKTUBHBIX Pa3pabOTOK, KOTOPbIE MCIONB3YHOTCS /ISl PELICHUs! 3a/ad HIeHTU(HKA-
UM aTaKk Ha pecypchl MHMOOPMAIMOHHBIX CHCTEM, OCHOBAHHBIX HA ammapare HeUYeTKUX MHOKecTB. OHHU IOKa3ain
3¢ (GEKTHBHOCTh HCIIOJIB30BAaHMUS COOTBETCTBYIOLIETO MAaTEMAaTHYECKOTO arapaTa, HCIOJIb30BaHHE KOTOPOTro,
HarpuMep, GopMau3yeT Moaxo] K pOpMUPOBaHHIO HAOOPa KPUTEPUEB, TIO3BOIHUT YIYHIIHUTh MPOLECC ONpeIesICHHs
Haunbonee 3¢dexruBroro Honeypot. [liast 3Toi 1enu ObUIM MPEIUIOKEHBI KPUTEPHUH, KOTOPBIE XapaKTEePU3YIOT
OHJIAIH-JIOBYIIKH, C IIOMOINBIO KOTOPBIX OBIT pa3zpaboraH MeTox (OPMHUPOBAHMS CTAHOAPTOB S3BIKOBBIX
NepeMeHHbIX Uil BeiOopa Hanbonee addexrrBHoro Honeypot. Merox ocHoBan Ha opmupoBanun Habopa Honeypot,
MOJIMHOXECTB XapaKTEPUCTUK U 3HAYEHHU MACHTH()UKATOPOB JIMHIBUCTHYECKHUX OLIEHOK Xapakrepuctuk Honeypot,
6a30BOi1 ¥ MPOMU3BOIHOI YAaCTOTHBIX MATpPHII, a TAK)KE Ha MOCTPOCHUH HEYETKHX TEPMUHOB M CTAHAAPTHBIX HEUET-
KUX YKCEJ C UX BU3yalu3alueil. DTo MO3BOJIMT MPOBECTH JAIBHEUIIYIO KilaccuHKanuio 1 oToop Haubomuee apdek-
THUBHBIX BHPTYAJIBHBIX PUMAHOK.

CrpemutensHoe passutre uHMopMarmoHHbIX cucteM (MC) M TeXHONOTHi 3aTparuBaeT Bce chephl KU3HH
oOmrecTBa. 3HAYUTENFHOE YUCIIO COBPEMEHHBIX TOCYINAPCTBEHHBIX W YACTHBIX MPEONPHUATHHA HCHOIB3YIOT €ro I
YIpaBJICHUS MPOU3BOACTBEHHBIMH MIPOIlECCaMU, IOJAEPKKN PUHITHS PEIIeHNH, TONCKAa HEOOXOIMMBIX JTaHHBIX U
T.1. Hapsiny ¢ 3TuM yBennumBaeTcsi KOJIMUECTBO ysi3BuMoctel u yrpo3 UC, a 3HauuT, BO3HUKaeT HEOOXOUMOCTh B
CHeLUaTM3UPOBAaHHBIX CPEJCTBaX 0€30macHOCTH Ui oOecredeHHss WX HOPMAaIbHOrO (YHKIMOHUPOBAHUS U
MPeIOTBpaILIeHNsI BTOp)KeHUI. ClieyeT OTMETHTD, 9TO O/IHO U3 aKTyaJIbHBIX HAIPaBICHUH, KOTOPOE aKTHBHO Pa3BH-
Baercs B cepe MHPOPMAIIMOHHOW O€30IaCHOCTH, CBSI3aHO C MCIOJIb30BAHUEM MEIOHOCHBIX TOPILIOYKOB (BUPTYasb-
HBIX PUMAHOK, OHJIAH-TI0BYIIEK). Llenbio paboThl TaKMX MPUMAHOK SIBJSIETCS aTaka MM CKAHMPOBAaHHE HEaBTOPH-
30BaHHOU cTopoHoil (YHII) ¢ menbio u3ydeHus CTpaTeTHH 3alUTHI, OPENEICHUs] Tuana3oHa UX CPENCTB, C TIOMO-
IIbI0 KOTOPBIX MOTYT MPOBOAWTHECS aTaKW Ha peajbHble 00BEKTH Oe3omacHocTH. Honeypot u MeTObI, NCHIONB3Y-
eMBbIe Ul UX peau3alliy, pa3IndHbl, HAPUMED, 3TO CIENHAIBHO pa3paboTaHHAs HHTETPUPOBAHHAS CETh W OJIUH
€MHCTBEHHBIN 3MYJIMPYEMBIl CETEBOM CEPBHUC, OCHOBHOW 3aJaueil KOTOPOTO SIBJSETCS NPUBJICUYEHUE BHHUMAaHUS
UNP [1]. IToatromMy BbIOOp KpuUTEpHEB Ui OmnpejeneHus HanbOosee 3pdeKkTHBHBIX MEIOHOCOB M HX JAalbHeHIias
KJaccu(UKAIUS SIBISIETCS aKTyaJIbHOM 3a/1adei.

KirioueBble caoBa: kinaccuuKamus TNPUMAHOK, KIACCU(PHUKAINS OHJIAHH-TOBYIIEK, BHUPTYaJIbHbIC
MPUMaHK{, HEYETKHEe CTaHAApThl, MeTOJ (HOPMHUPOBAHMS S3BIKOBBIX CTaHIAPTOB, CHCTEMBI OOHApYKEHUS
BTOP KEHUH.
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